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The Jury Is In: 
Monolithic OS Design is Flawed 
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We’ve Seen It So Many Times… 
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Linux “Security” 
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Insecure by Design 
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“Quality” code:  
1–5 bugs/kSLOC 

Large Kernels = 
Disaster waiting to happen! 
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Alternative: Microkernels 
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Quantify OS-Design Security Impact 
Approach: 
•  Examine all critical Linux CVEs (vulnerabilities & exploits database) 
•  For each establish how microkernel-based design would change impact 

Finding:  
•  Almost all vulnerabilities eliminated or reduced in criticality 
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Approach 
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Analyse all Critical Linux CVEs 
•  All critical CVEs to November’17 
•  Critical: 
•  easy to exploit 
•  high impact 
•  no defence available 
•  confirmed 
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Hypothetical seL4-based OS 

Operating system 

Hardware 

xyz 
Process 
Server Memory 

Server 
 

File 
Server 
 

                   microkernel 

NW 
Stack 

Device 
Driver 

Auth. 
Server Name 

Server Acc. 
Control 

Functionality 
comparable 

to Linux OS structured in isolated components, minimal 
inter-component dependencies, least privilege 

OS Structure vs Security 9  | 



APSys, Jeju, Korea, Aug'18 © 2018 Gernot Heiser 

Hypothetical Security-Critical App 
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App requires: 
•  IP networking 
•  File storage 
•  Display output 
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Analysing CVEs 
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Analysing CVEs 

OS Structure vs Security 12  | 

Operating system 

Hardware 

xyz 
Process 
Server 

Memory 
Server 
 

File 
Server 
 

                   microkernel 

IP 
Stack 

GPU 
NIC 
Driver 

Auth. 
Server Name 

Server Acc. 
Control 

Map compromised 
component to 
hypothetical OS Application Example: 

Bug in page-table 
management 

In microkernel: 
Attack defeated 
by verification  



APSys, Jeju, Korea, Aug'18 © 2018 Gernot Heiser 

Analysing CVEs 
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Analysing CVEs 
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Analysing CVEs 
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Results 
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All Critical Linux CVEs to 2017 
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•  41% eliminated 
•  58% low severity 
•  96% not critical 
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Summary 
OS structure matters! 
•  Microkernels definitely improve security 
•  Monolithic OS design is fundamentally 

flawed from security point of view 
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Use of a monolithic OS in 
security- or safety-
critical scenarios is 
professional malpractice! 
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