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Abstract

Developing and maintaining large safety- and security-
critical software systems can be complex and error prone
when based on a monolithic design. Techniques like for-
mal verification can be used to gain a measure of con-
fidence in the correctness of the system, but applying
these to code bases at a scale of millions of lines of code
remains infeasible [1]. Using component-based devel-
opment to design a system from composable elements
has the potential to lower the costs of both development
and formal reasoning about the properties of the system.
While there have been attempts in the past to apply for-
mal methods to component systems, existing work as-
sumes the correctness of the component platform itself
[2, 3, 5]. This poster reports on ongoing work on the for-
mal modelling and verification of a component platform
for systems’ development. There will be no demo with
this poster.

The term component platform as used here encom-
passes the definitions of concepts used in a component
system specification (component, connection, etc.), the
so-called glue code to provide communication between
components and other infrastructure required for hosting
components at runtime. Assurance in a component system
requires trust in three parts of the system: the critical com-
ponents, the component platform and the underlying oper-
ating system. For this work we are modifying an existing
component platform that targets the seL4 microkernel [4].
We have constructed formal definitions of the component
system concepts and intend to provide a functional speci-
fication of the glue code and a machine-checked proof of
correctness of the glue code specification.

Any formally established properties of a component
platform are inevitably predicated on the correctness of
the underlying operating system mechanisms used to im-
plement its functionality. An incorrect assumption on op-
erating system behaviour or an inconsistency between the
operating system specification and its implementation is
sufficient to invalidate the properties of the component
platform. Previously the absence of a formal specifica-
tion of an operating system has limited the value of a ver-
ified component platform. By building on the foundation

of seL4, the properties that we assume of the underlying
operating system are encapsulated in the kernel specifi-
cation, which has been proven to correctly abstract the
seL4 C implementation. Leveraging the seL4 proof and
the outcomes of this work, it is anticipated that establish-
ing an overall system guarantee will be significantly more
cost-effective.
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Formalisation of a Component Platform

Assurance in a component system requires trust in the 
underlying operating system, the component platform 
and the critical components. This work aims to provide 
correctness guarantees for the component platform.
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Component-based development 

• Enables code reuse

• Facilitates reasoning in isolation

• Makes systems more tractable

A formal platform model 

• Definitions and machine-
checked proof of correctness 
in Isabelle/HOL

● Connection to the seL4 
specification

● Support for reasoning about 
the behaviour of components

Next steps
● Functional specification of 

glue code
● Statement and proof of 

correctness of glue code
● Glue code generation

 

From imagination to impact
    www.nicta.com.au

Current status
● Definitions of component 
concepts specified

● Definitions of what it means 
for system descriptions to be 
well-formed


