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1 microkernel
8,700 lines of C
O bugs’

ged

*conditions apply



Hindows

An exception 06 has occured at 0028:C11B3ADC in WXD DiskTSD(03) +
00001660, This was called from 0028:C11B40C8 in ¥xD voltrack(04) +
00000000, It may be possible to continue normally,

* Press any key to attempt to continue,
* Press CTRL+ALTHRESET to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue






Small Kernels

Small trustworthy foundation
Untrusted Trusted
e hypervisor, microkernel,
nano-kernel, virtual machine,
separation kernel, exokernel ...

 High assurance components in
presence of other components

selL4 API: -

- IPC

- Threads

- VM

- IRQ

- Capabilities
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Functional Correctness

Specification

Proof l




Functional Correctness

definition
schedule :: unit s_monad where

schedule = do
Wh at threads «— allActiveTCBs;

thread «— select threads;
switch_to_thread thread
od

- . OR switch_to_idle_thread
Specification

Proof
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Functional Correctness

definition
schedule :: unit s_monad where

schedule = do
Wh at threads «— allActiveTCBs;

thread «— select threads;
switch_to_thread thread
od

- . OR switch_to_idle_thread
Specification
4

void

P ro Of schedule(void) ({
switch ((word t)ksSchedulerAction) ({

case (word_t)SchedulerAction_ ResumeCurrentThread:
break;

case (word_t)SchedulerAction ChooseNewThread:

chooseThread();
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;

HOW default: /* SwitchToThread */

switchToThread(ksSchedulerAction);
ksSchedulerAction = SchedulerAction ResumeCurrentThread;

break;
void
chooseThread(void) {
prio t prio;
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*conditions apply
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Specification

Proof




Proof I

Assumptions




@) Expectation

Proof 1

Assumptions

p |
" l‘r.



O ' Assume correct:
- compiler + linker (wrt. C op-sem)

- assembly code (600 loc)

- hardware (ARMvOG)

- cache and TLB management
- boot code (1,200 loc)

Proof

Assumptions



Implications

m u e A I Specification
Execution always defined: P —
P
* no null pointer de-reference . l
* no buffer overflows
* no code injection ad

* no memory leaks/out of kernel memory
* no div by zero, no undefined shift
* no undefined execution

* no infinite loops/recursion

Not implied:

e “secure” (define secure)
e zero bugs from expectation to physical world
e covert channel analysis

© NICTA 2009



Proof Architecture
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Specification

Proof
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Specification
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Proof Architecture

Specification

|
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C Code
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Proof Architecture

Access Control Spec ~
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Proof Architecture

Access Control Spec ~

Specification

Prototype
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Proof Architecture

Access Control Spec ~

definition
schedule :: unit s_monad where
schedule = do

threads <« allActiveTCBs;
SpeCIflcatlon thread < select threads;
switch_to_thread thread

od
OR switch_to_idle_thread

Haskell

Prototype

BTN e
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Proof Architecture

Confinement

Specification
schedule :: Kernel ()

schedule = do
action <- getSchedulerAction
case action of
ResumeCurrentThread -> return ()
ChooseNewThread -> do
chooseThread
setSchedulerAction ResumeCurrentThread

SwitchToThread t -> do

switchToThread t
chooseThread :: Kernel ()

chooseThread = do
r <- findM chooseThread' (reverse [minBound .. maxBound])
when (r == ) § switchTolIdleThread

© NICTA 2009
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Proof Architecture

Confinement

Specification

void
schedule(void) {
switch ((word_t)ksSchedulerAction) {
case (word_t)SchedulerAction ResumeCurrentThread:
break;

case (word_t)SchedulerAction ChooseNewThread:

chooseThread();
ksSchedulerAction = SchedulerAction_ ResumeCurrentThread;
break;

default: /* SwitchToThread */
switchToThread(ksSchedulerAction);
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;

}

void
C COde chooseThread(void) ({
prio t prio;

© NICTA 2009




System Model

S |
States: ! O E
|
User, Kernel, Idle ! E
|

I |
Events: E @ E
Syscall, Exception, IRQ, VM Fault : E
o 1dle 1 jare
. event :

N v o (c—— )

kernel exit | | I
_ > @ (. )
event : I

|

—

(8 )
|
|
|

- e e e e e e e e - - -

kernel mode
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Kernel Design for
Verification




=
St

Jwo Teams

Formal Methods Practitioners

Kernel Developers
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Jwo Teams

Formal Methods Practitioners

Kernel Developers

Exterminate All
Abstraction OS Abstractions!

(Liskov 09) (Engler 95)
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terative Design and Formalisation

””] Whiteboard
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Iterative Design and Formalisation

Whiteboard
Haskell Formal Formal
Prototype Design Specification
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Whiteboard

Haskell Formal Formal
Prototype Design Specification
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Dei‘:h for érification

void
schedule(void) {
switch ((word_t)ksSchedulerAction) {
case (word_t)SchedulerAction_ ResumeCurrentThread:

Reducing Complexity break;

case (word_t)SchedulerAction_ChooseNewThread:
chooseThread();
SchedulerAction = SchedulerAction ResumeCurrentThread;

iak;
Hardware
B /* SwitchToThread \»Y
° . : ‘LchToThread{ksSchedulexAction)s;
drlverS OUtSIde kernel ichedulerAction = SchedulerAction ResumeCurrentThread;
‘/ak;
, ,
Concurrency
md) |
 event based kernel '
Rad, *nexts
* limit preemption Raxprior peid 0NN Ueto it /k
ffead =/ ksReadyn ellae tbe b Aea iy
thread; thregdi< Dok it
COde ! p el g ead 7
X @ vI et N ez
. . . ) e ERela)
e derive from functional representation
e
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C Sulrt'- -

void
schedule(void) {
switch ((word_t)ksSchedulerAction) {
case (word_t)SchedulerAction_ ResumeCurrentThread:

Everything from C standard break;

case (word_t)SchedulerAction_ChooseNewThread:
chooseThread();
ksSchedulerAction = SchedulerAction ResumeCurrentThread;

bres’
e including: ~° e minus:
- pointers, casts, pointer arithmetic k. - goto, switch fall-through
- data types - reference to local variable
- structs, padding P - side-effects in expressions
- pointers into structs :i:Z - function pointers (restricted)
- precise finite integer arithmetic : - unions
e
 plus compiler assumptions on:
1

- data layout, encoding, endianess
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Did you find any Bgs?

Bugs found

during testing: 16

during verification:

e inC: 160
* indesign: ~150
* inspec: ~150
460 bugs

© NICTA 2009

void

schedule(void) {
switch ((word_t)ksSchedulerAction) {

prio
tchb

C255

Effort
Haskell design 2 py read;
First C impl. 2 weeks
Debugging/Testing 2 months -
Kernel verification 12 py
Formal frameworks 10 py
Total 25 py

Cost
Common Criteria EALG:
L4.verified:

fovmwmad LA Chahmndin] AviAsads an Damisma™MiasewmandMhwvanad.

$87M
$6M

21




Did you find any Bgs?

gzégdule(void) {
Bugs found switchni(word_t‘)_ksSEhfd?lerAct?ion) {‘ ) R
Effort
Haskell design 2 py read;
during testing. 16 First C impl. 2 weeks
Debugging/Testing 2 months .
read;
: Kernel verification 12 py
} Formal frameworks 10 py
. - . Total 25
during verification: semh o by
. ] tch |
* inC: 160 " Cost
e in design: ~150 | Common Criteria EAL6: $87M
L4.verified: $6M

* inspec: ~150

460 bugs
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Formal proof all the way from spec to C.

 200kloc handwritten, machine-checked proof

e ~460 bugs (160 in C)

e \Verification on code, design, and spec

e Hard in the proof = Hard in the implementation

Formal Code Verification up to 10kloc:

It works.

It’s feasible. (It’s fun, too.
It’s cheaper. And we’re hiring..)

© NICTA 2009







Thank You

~ ldwverified

I'm Feeling Lucky




