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Motivation (J®

NICTA
* Create high-assurance systems
—Pacemaker
| | Untrusted | Trusted
—Unmanned aerial vehicle (UAV) » ) .

—Secure access terminal

* Capability-based system

—sel 4 microkernel

* Two problems:
—Does our capabllity system correctly enforce the capabllities?

—How do we set up a system with the desired capabilities?



Initialisation code can get big

* 3,600 capabilities  .iiicoeiimn o e
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Start State
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objects { tcb_alice = tcb ()
cnode_alice = cnode (2 bits) O ‘

cnode_bob = cnode (2 bits)

tcb_bob = tcb ( NICTA

aep_shared = aep}

caps { tcb_alice { cspace: cnode_alice (guard: 0, guard_size: 30) }
tcb_bob { cspace: cnode_bob (guard: 0, guard_size: 30) }
cnode_alice { 0x0: aep_shared (W) }
cnode_bob { 0x2: aep_shared (R) } } CaPDL

Specification
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objects { tcb_alice = tcb ()

cnode_alice = cnode (2 bits) {Val id_bOOt_i nfo boot_info SPEC}
cnode_bob = cnode (2 bits) o .
tcb_bob = tcb () INnit_system spec boot_info

aep_shared = aep}

{objects_initialised spec}

caps { tcb_alice { cspace: cnode_alice (guard: 0, guard_size: 30) }
tcb_bob { cspace: cnode_bob (guard: 0, guard_size: 30) }

cnode_alice { 0x0: aep_shared (W) }

cnode_bob { 0x2: aep_shared (R) } } CaPD L -
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Root TCB
A NICTA

Root CNode

System initialisation:

— Create objects
— Duplicate capabilities

— Initialise virtual address space

— |nrtialise thread control blocks

, EndPoint Read — Initialise capability address space
Write
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System initialisation:

A|IC B — Create objects

— Duplicate capabilities

— Initialise virtual address space

— |nrtialise thread control blocks

— Inrtialise capablility address space

EndPoint
— Start threads
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No objects

Empty/default objects ~

Duplicate capabilities to
CNodes and TCBs —_

— Create objects
Virtual memory objects £~ Duplicate capabilties

set up correctly = — Initialise virtual address space
— Initialise thread control blocks
— Inrtialise capablility address space

7 _ Start threads

All objects set up correctly

Objects =Virtual Memory + TCBs + CNodes + Capless



Alice TCB

No objects
Fault endpoint

Empty/default objects -

Duplicate capabilities to '\ '\ S
CNodes and TCBs —_ \\_\System initialisation:

— Create objects
Virtual memory objects ~ Duplicate capabilities

set up correctly TS — Initialise virtual address space
— Initialise thread control blocks
— Inrtialise capablility address space

7y Start threads

All objects set up correctly

Objects =Virtual Memory + TCBs + CNodes + Capless



Separation logic
* Setting up capabillities
{slot| »c cap A" sloty »c — A" R}

move_cap slot sloty
{sloti »c NullCap A" sloty = cap A" R}

* Monadic maps (loops)

(/\R xexs. {Px AR} fx {QxA R}) —
{ N map Pxs AR} mapMfxs { AN map Qxs A" R}



Separation logic

| Alice TCB |
CapDL object heap:  12tenceom

cdl_object_id = cdl_object option
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Separation logic
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Separation logic

Alice TCB
S . h Fault endpoint
(cdl_object_id x cdl_component)

= sep_entity option (0x20, Fields) (0x20, Slot 0) (0x20, Slot 1)

| Alice TCB

CapDL object heap: [2fcnceorn

cdl_object_id = cdl_object option

0Ox20

Instantiate separation heap in the standard manner



Overall theorem

If well_formed spec and
obj_ids = dom (cdl_objects spec) and
distinct obj_ids then

{ «valid_boot_info bootinfo spec » }
INit_system spec bootinfo obj_ids
{ As. 3.« /N map (object_initialised spec @) obj_ids A

SI_objects spec ¢ > s A
injective @ A dom @ = obj_ids }



Proof decomposition .

[dom (slots_of obj_id spec) = slots; distinct slots]
— object_Inrtialised spec ¢ obj_id =
(object_fields_ initialised spec ¢ obj_id A’

A map (object_slot_initialised spec ¢ obj_id) slots A’
object_empty_slots_initialised spec ¢ obj_id)
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Proof decomposition .

[dom (slots_of obj_id spec) = slots; distinct slots]
— object_Inrtialised spec ¢ obj_id =
(object_fields_ initialised spec ¢ obj_id A’

A map (object_slot_initialised spec ¢ obj_id) slots A’
object_empty_slots_initialised spec ¢ obj_id)

Alice TCB
Fault endpoint

Connect to selL4 kernel API specifications we developed



Future work

* Assumptions/limitations
—Scheduling
—Don't support all capabllity types

* Refinement proof of C implementation



Summary »

* Verified formal algorithm for automatically initialising
capability based systems with high-assurance
* Proven in Isabelle/HOL

— System inrtialiser specification ~ 400 lines
— Kernel AP specification proofs ~ 10,500 lines
— Proof of system inrtialiser specification ~ 8,100 lines

* Linked capDL descriptions to access control policy

objects { cnode_alice = chode (2 bits)
tcb_alice = tcb ()
cnhode_bob = cnode (2 bits)
tcb_bob = tcb ()
aep_shared = aep }
caps { cnode_alice { 0x0: aep_shared (W) }
cnode_bob { 0x2: aep_shared (R) }
tcb_alice { cspace: cnode_alice (guard: 0, guard_size: 30) }
tcb_bob { cspace: cnode_bob (guard: 0, guard_size: 30) } }

R

Alice TCB

Async.
\ EndPoint
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