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Generated Code

client server

void run() { 7.

int x = 2;
int vy 3;

int s max(int a, int b) {
if (a > b) {
return a;

}

return b:

}

int z = ¢ max(x, y);
printf("max(%d, %d) = %d\n", X, vy, z);
}
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Generated Code

client server

int s max(int a, int b) {
if (a > b) {
return a;

}

return b:

}

void run() { -

int X
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Generated Code

client server

void run() { int s max(int a, int b) {
int x : if (a > b) {
: return a;

}

return b:
}

void handle rpc() {
seL4 Wait(...);

int ¢ max(int p, int q) {

c marshal(p, q); . .
seL4 Call(...); s unmarshal (&1, &j);

int k = s max(i, j);
s marshal(k);
} seL4 Reply(...);

int r = ¢ unmarshal();
return r;
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Generated Code

client {P] server

void run() { 7.

int s max(int a, int b) {

int x if (a > b) {
int vy return a;
int z = ¢ max(x, y) }

return b;

printf = S¥\Nn"

void handle rpc() {
seL4 Wait(...);

s unmarshal(&i, &3);
int k = s max(i, j);
s marshal (k) ;

seL4 Reply(...);

int ¢ max(int p, int q) {

c marshal(p, q);

selL4 Call(...);
int r=c unmarshal
return r;
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RPC invocation = local invocation
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Toolchain (prior work)

NICTA

int max(int a, int b) {
if (a > b) {
return a;

}

return b:

}
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Toolchain (prior work)

NICTA

* Isabelle/HOL — LCF-style interactive theorem prover

int max(int a, int b) {
if (a > b) {
return a;

}

return b:

}

Isabelle/HOL
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Toolchain (prior work)

NICTA

* Isabelle/HOL — LCF-style interactive theorem prover
* C-to-Simpl Parser — Semantics-preserving translation of C to Simpl

F
C-to-Simpl I I
| ]
! max body = I
_ _ _ ! TRY I
1n? max(int a, int b) { ]| IF ‘b <s “a THEN !
1t (a > b) { ! creturn global exn v I
return a; [ ET- - ]
} | ! creturn global exn var I
return b; | Guard DontReach {} SKIP I
} ! CATCH SKIP I
! END I
| !
| ]
| Isabelle/HOL ,'
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Toolchain (prior work)

NICTA
* Isabelle/HOL — LCF-style interactive theorem prover
* C-to-Simpl Parser — Semantics-preserving translation of C to Simpl
* AutoCorres — Verified abstraction of Simpl
e e ~
C-to-Simpl | AutoCorres/‘\ I
I I
I max body = max 7a ?b = !
_ _ _ I TRY 1if ?b < ?a then ?a else ?b I
1“? maX(lnt a, lnt b) { I IF ’b <S ’a THEN I
1t (a > b) A ! creturn global exn !
return a; [ ET- - ]
) | ! creturn global exn va !
return b; ! Guard DontReach {} SKIP !
} ! CATCH SKIP !
| END !
I I
I I
I Isabelle/HOL Jl

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 7/13



Toolchain (prior work)

NICTA

* Isabelle/HOL — LCF-style interactive theorem prover
* C-to-Simpl Parser — Semantics-preserving translation of C to Simpl
* AutoCorres — Verified abstraction of Simpl

C-to-Simpl

AutoCorres/‘\
max body = max ?7a ?b =
TRY 1f ?b < ?7a then ?a else ?b

IF "b <s "a THEN
creturn global exn
kL5,

int max(int a, int b) {
1if (a > b) {

return a; Lemma

I
]
I
I
]
I
I
]
I\ . Truel I
]
I
I
]
I
J

}

return b:

}

creturn global exn va
Guard DontReach {} SKIP
CATCH SKIP
END

max a b
{Ar . r =1f a > b then a else b]!

unfolding max def

apply wp
by simp

Isabelle/HOL
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Toolchain (prior work)

NICTA

* Isabelle/HOL — LCF-style interactive theorem prover

* C-to-Simpl Parser — Semantics-preserving translation of C to Simpl
* AutoCorres — Verified abstraction of Simpl

* WP — weakest-precondition reasoning for Hoare triples

AutoCorres/‘\
max body = max ?7a ?b =
TRY 1f ?b < ?7a then ?a else ?b

IF "b <s "a THEN
creturn global exn
FI;;

C-to-Simpl

int max(int a, int b) {
1if (a > b) {

return a; Lemma

}

return b:

}

creturn global exn va

Guard DontReach {} SKIP max a b

!
]
I
!
]
I
!
]
I\ . True] I
]
I
!
]
I
J

CATCH SKIP {Ar . r =1f a > b then a else b]!
END unfq}ding\max_def
apply wp |
Dy STRp=—=—
\Isabelle/HOL
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Verifying Generated Code

N

client

void run() {
Int
ey LLPT

int z = ¢ max(x, y);

printf[ {[Q]} }d)

l {PT | server
J
4@55\ int s max(int a, int b) {
if (a > b) {
return a;
}
X, Y, Z); return b;
}
/

,@D\

J

{QT |

-

N

c marshal(p, q);

int ¢ max(int p, int Q) {/

)

- selLd_Wait(...);

seL4 Call(...);

int r = c unmarshal();
return r;

s marshal(k);
—~ selL4 Reply(...);

\

S

void handle rpc() {

s _unmarshal(&i, &j);
int kK = s max(i, j);

)

RPC invocation = local invocation
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Verifying Generated Code

NICTA

{P} s maxab {Q}! = {P}c maxab {Q}!

client l {[p]} server
/;oid run() { j@fg\ int s max(1nt a, int b) { ﬁgfg\
oy LAPD ] " raturn 8;.
int z = ¢ max(x, y) }
\ prlntf[ '{[Q]}‘ } N", X, VY, z);/ , return\b; }
{Q]

/int c max(int p, int q) {/ @

c marshal(p, q);
seL4 Call(...);
int r = c unmarshal();
return r;

J p

void handle rpc() { @
L P seld_Wait(...);

s _unmarshal(&i, &j);

int kK = s max(i, j);

s marshal(k);
—— seL4 Reply(...);

\J /

RPC invocation = local invocation

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 8/13



Verifying Generated Code

NICTA

do ¢ marshall a b;

C unmarshal r

od
client l {[p]} server
/;oid run() { 4@55\ int s max(1nt a, int b) { ﬁgfg\
oy 1L4PT " return a;'
;?:nif_ el y) = SN\n", X, VY, 2); ieturn b;
N Lep \ y, } y y
{Q]

/int c max(int p, int q) {/ @

c marshal(p, q);

void handle rpc() { @
L P seld_Wait(...);

s _unmarshal(&i, &j);

int kK = s max(i, j);

s marshal(k);
—— seL4 Reply(...);

\J /

seL4 Call(...);
int r = c unmarshal();
return r;

\— /

RPC invocation = local invocation
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Verifying Generated Code

do ¢ marshall a b; NICTA
s unmarshal a b;

[P} s maxab {Q}! = (P} T<sSmaxab; oy,
s marshal r;

Cc unmarshal r

od
client l {[p]} server
/;oid run() { j@fg\ int s max(1nt a, int b) { ﬁgfg\
intxi{[PI}} if (a > b) {
int y return a;
int z = ¢ max(x, y) }
printf = °MN\Nn", X, VY, z); return b;
{QT |” \t\ )
\ J 107 \ J
4 / o) void handle rpc() { a
int ¢ max(int p, int q) { J \ et _
¢ marshal(p, q); ﬁ _ —ySeL4_Wa1t(i..}, . $
selL4 Call(...); ?—“”EaESha (&1, &3);
int r = c unmarshal(); Lt - s_ma%(l, 1)
return r: s marshal(k);
\ ’ —~ selL4 Reply(...);
\_ J . J

RPC invocation = local invocation
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Generated Proofs
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client

void run() {

o1 {PT )

m\

X, Y, Z);

NICTA

server

(1P1)

int s max(int a, int b) {
if (a > b) {
return a;

J

int z = ¢ max(x, y)
printf ‘{[Q]} —\%N",
L LQE )
/

int ¢ max(int p, int Q) {/
C marshal(p q)

)

selL4 Call( 1

int r = c unmarshal();
return r;

N

Copyright NICTA 2015

}

return b;

}

m\

| {QT |
void handle rpc() {

J» sel4 _Wait(.

S unmarshal(&l &)
int k = s max(l )
s marshal(

— selL4 Reply

\\}

/@

J
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Generated Proofs

(E}Iocale rpcstubs, ., =
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void run() {

ey 1L IPT

int z = ¢ max( y);
printf ) n",
Q) \\/

int ¢ max(int p, int q) {/
C marshal(p q)

selL4 Call( 1

int r = c unmarshal();
return r;

N
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server

(1P1)

int s max(int a, int b) {
if (a > b) {
return a;

}

return b;

}

m\

| {QT |
void handle rpc() {

J» sel4 _Wait(.

S unmarshal(&l &)
int k = s max(l )
s marshal(

— selL4 Reply

\\}

/@

J
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Generated Proofs

{-¥locale rpcstubs,., = NICTA

fixes P,,,, :: lifted globals = Int = Int = bool

fixes Q.. :: lifted globals = lifted globals = int = int = int = bool
assumes

{AS.
S maxab
{Ar s.

P ... Sablf

QraxSOsrabj!

client

PT | server
. N [P} |8 N
void run() @D 1n1.: s max(int a, int b) { m
int x 1 ]} } if (a > b) {
int y return a;

int z =

}

Fernandez et al, Verification of RPC Code

int ¢ max(int p, int Q) {/
C marshal(p q)

max(x, y) }
tf ) = S™\n", X, VY, 2); return b;
prin [ {[Q]} } \G\n X, Y, Z
N . _/ ‘[ 10
(,7 .v » a void handle rpc(

, WD g seL4 Wait(

selL4 Cal'L 1
int r = c unmarshal();
return r;

N

Copyright NICTA 2015

S unmarshal(&l &)
int k = s max(l )
s marshal(

—— sel4 Reply

\\}

/iE}

/
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Generated Proofs

{-¥locale rpcstubs,., = NICTA

fixes P,,,, :: lifted globals = Int = Int = bool
fixes Q.. :: lifted globals = lifted globals = int = int = int = bool
assumes

{As.s=SsOANINVS AN P,.,Sab}
S maxab

{Ars.invs A Q,,.,SOsrab]j!

client l {P] | server
)
( void un ) @D\ in’.cfs?max(ir)lt{a, int b) { ﬁD\
Lnt if (a >
i:t § 1 ]} } return a;

}
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int z = ¢ max(x, V) }
tf ) = S™\n", X, VY, 2); return b;
\prln [{[Q]}} \d\n X, VY z/
] @_J
/ O void handle rpc(

Copyright NICTA 2015

int ¢ max(int p, int Q) {‘ ﬁ - seld _Wait( ﬁ
geTirzgi{(p a); S unmarshal(&l &j)
?‘ int k = s max(l )
int r = c unmarshal(); s marshal(
} return r; —~ sel4 Reply
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Generated Proofs

(;}:Iocale rpcstubs, ., =
fixes P, ::
fixes Q.. ::

assumes

lifted globals = int = int = bool
lifted globals = lifted globals = int = int = int = bool

{As.s=SsOANINVS AN P,.,Sab}

S maxab
{Ars.invs A Q,,.,SOsrab]j!

(;}:theorem
{

{

Fernandez et al, Verification of RPC Code

client

NICTA

{PT } server

Copyright NICTA 2015

void run() ﬁgfg\ int s max(int a, int b) { jgfg\
int x 1 ]} } if (a > b) {
int y return a;
int z = ¢ max(x, y); }
printf ) = S™\\n", X, VY, z); return b;
(11 ™ }
\ . / ‘[{[
int ¢ max(int p, int Q) {/ ﬁ Y Vo:nga\zg}_i rpc( ﬁ
C marshal(p q) — hal
selLd Call % S_unmarsha (&1 &J)
int r = c unmarshal(); nt k =s max(1 J)
return r; s marshal(
} —— sel4 Reply
N _/ . _/
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Generated Proofs

:G}Iocale rpcstubs, ., =
fixes P, _, ::
fixes Q.. ::
assumes

lifted globals = int = int = bool
lifted globals = lifted globals = int = Iint = int = bool

{As.s=sO0ANINVS AP, ..Sab}

S maxab

{Ars.invs A Q,,.,SOsrab]j!

(;):theorem
{

do ¢ marshal a b;

s unmarshal a b;

r<s maxahb,
s marshal r;

Cc unmarshal r
od

{

Fernandez et al, Verification of RPC Code

l {P] ] server
int s_ma;(int a, int b) { 5@55\
if (a > b) {
return a;
}
return b;
}

client
/;oid run() 4@55\
Feen
int z = ¢ max(x, y);
printf ) = S\, X, Yy, Z);
g (11 ) \\/ ’

int ¢ max(int p, int Q) {/
C marshal(p q)

seL4_Call( %

int r = c unmarshal();
return r;

}
\_

}!

Copyright NICTA 2015
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N ; void handle rpc(

%1y seld_Wait(

S unmarshal(&l &)
int k = s max(l )
s marshal(

—— sel4 Reply
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J
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Generated Proofs

:G}Iocale rpcstubs, ., =
fixes P, _, ::
fixes Q.. ::
assumes

lifted globals = int = int = bool
lifted globals = lifted globals = int = Iint = int = bool

{As.s=sO0ANINVS AP, ..Sab}

S maxab
{Ars.invs A Q,,.,SOsrab]j!

(;}:theorem
{As.s=sO0 ANinvsSAP,..,Sab}
do ¢ marshal a b;
s unmarshal a b;
r<s maxahb,
s marshal r;

Cc unmarshal r
od

{Ars.invs A Q,..SOsrabl!
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NICTA

server

(1P}

int s max(int a, int b)
if (a > b) {
return a;

}

client
void run() j@&g\
int
i ;i PL )
int z = ¢ max(x, ’
printf {[Q]} ) =\°/05§", X, Y, Z);
\ [ ] . J

int ¢ max(int p, int Q) {/
C marshal(p q)

seL4 Call( ?
int r = c unmarshal();
return r;

N

Copyright NICTA 2015

return b;

}

{ @ED\

 '“a ; void handle rpc(

%1y seld_Wait(

S unmarshal(&l &)
int k = s max(l )
s marshal(

T~ seL4 Reply

\\}

/za:
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Generated Proofs

:G}Iocale rpcstubs, ., =
fixes P, _, ::
fixes Q.. ::
assumes

lifted globals = int = int = bool
lifted globals = lifted globals = int = Iint = int = bool

{As.s=sO0ANINVS AP, ..Sab}

S maxab
{Ars.invs A Q,,.,SOsrab]j!

(;):theorem
{As.s=sO0 ANinvsSAP,..,Sab}
do ¢ marshal a b;
s unmarshal a b;
r<s maxahb,
s marshal r;

Cc unmarshal r
od

{Ars.invs A Q.. SOsrabl!
generated proof
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NICTA

server

(1P}

int s max(int a, int b)
if (a > b) {
return a;

}

client
void run() j@&g\
Lnt
i ;i PL )
int z = ¢ max(x, ’
printf {[Q]} ) :\%d*", X, Y, Z);
\ [ } . /

int ¢ max(int p, int Q) {/
C marshal(p q)

seL4_Call( %

int r = c unmarshal();
return r;

}
-

Copyright NICTA 2015

return b;

}

{ @ED\

N ; void handle rpc(

%1y seld_Wait(

S unmarshal(&l &)
int k = s max(l )
s marshal(
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o1 {PT
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X, Y, Z);
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int s max(int a, int b) {
if (a > b) {
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J

int z = ¢ max(x, y)
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L LQE )
/

int ¢ max(int p, int q) {/
C marshal(p q)

)

selL4 Call( 1

int r = c unmarshal();
return r;

N
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int z = ¢ max(x, ;
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int ¢ max(int p, int q) {/
c_marshal(p q)

selL4 Call( 1

int r = c unmarshal();
return r;

N

Copyright NICTA 2015

NICTA

server
(TPL :
int s max(int a, int b) { &9
if (a > b) {
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void run() {

e Py )

int z = ¢ max(x, y)
printf ‘{[Q]} —\%N",
L TLQE )
/

NICTA

{PT ] server

ﬂgﬁg\ int s max(int a, int b) {
if (a > b) {
return a,
}
X, Y, Z); return b;
}
J

int ¢ max(int p, int q) {/
C marshal(p q)

)

selL4 Call( 1

int r = c unmarshal();
return r;

N
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@Dtheorem
{A . True}
S maxab
{Ar
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(E}theorem
{As. inv s}
do ¢ marshal a b;
s unmarshal a b,
r<s maxahb;
s marshal r;

Cc unmarshal r
od

.r=1ifa> b then a else b}}!

o Pmax
o Qmax

client

NICTA

server

(1P}

void run()

i::ii[ 1}]

int s max(int a, int b)
if (a > b) {
return a;

}

return b;

}

{ @:D\

int z = ¢ max(x, y);
printf ‘{[QI}‘ ) =\°/ON", )
L Een ) /

int ¢ max(int p, int q) {/
C marshal(p q)

7 @_J
void handle rpc() {

_y seL4 Wait(

seL4_ Call 1

S unmarshal(&l &)

int r = c unmarshal();
return r;

N

int k = s max(l )
s marshal(
— selL4 Reply
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#theorem
{A . True}
S maxab
{Ar . r=1ifa> b then aelse b}}!
@yinterpretation rpcstubs,. .,
A . True - P
A rab.r=ifa>bthenaelseb -~ Qrax
. void run() int s max(int a, int
{As. inv s} e 1 PT ) Hla et
do ¢ marshal a b; ;?Inif'[ {[3]}*'} i\\ “ v, 2); }ietum >
s unmarshal a b; N . o [{Q1)
r — S_maX a b; int c_maﬁ({.?t p, int q) {/ ﬁ\ _;O::Lza‘zg}_: rpc() { / ﬁ
. c_marshatip, q) S unmarshal(&l &)
S_marShal r, seL4 Call( ?‘ int k =s max(l j)

Cc unmarshal r
od
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int r = C _unmars
return r;

hal();

N

s marshal(
— selL4 Reply

{Ars.invs Anr=ifa>>bthen aelse bj]}!
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Challenges

What is How do we How do we

correctness? prove Iit? automate it?

v
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functional correctness proof
strong isolation properties
fast and predictable
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