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    Guard DontReach {} SKIP
  CATCH SKIP
  END

Isabelle/HOL

C-to-Simpl

• C-to-Simpl Parser — Semantics-preserving translation of C to Simpl
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locale rpcstubsmax =

theorem
  ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
    do c_marshal a b;
    do s_unmarshal a b;
    do r ← s_max a b;
    do s_marshal r;
    do c_unmarshal r
    od
  ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

  fixes Pmax :: lifted_globals ⇒ int ⇒ int ⇒ bool
  fixes Qmax :: lifted_globals ⇒ lifted_globals ⇒ int ⇒ int ⇒ int ⇒ bool
  assumes
    ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
       s_max a b
    ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

s = s0 ∧ inv s ∧ 

inv s ∧ 

⚙

⚙
void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Generated Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 10 / 13

locale rpcstubsmax =

theorem
  ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
    do c_marshal a b;
    do s_unmarshal a b;
    do r ← s_max a b;
    do s_marshal r;
    do c_unmarshal r
    od
  ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

  fixes Pmax :: lifted_globals ⇒ int ⇒ int ⇒ bool
  fixes Qmax :: lifted_globals ⇒ lifted_globals ⇒ int ⇒ int ⇒ int ⇒ bool
  assumes
    ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
       s_max a b
    ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

s = s0 ∧ inv s ∧ 

inv s ∧ 

    do c_marshal a b;
    do s_unmarshal a b;
    do r ← s_max a b;
    do s_marshal r;
    do c_unmarshal r
    od

⚙

⚙
void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Generated Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 10 / 13

locale rpcstubsmax =

theorem
  ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
    do c_marshal a b;
    do s_unmarshal a b;
    do r ← s_max a b;
    do s_marshal r;
    do c_unmarshal r
    od
  ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

  fixes Pmax :: lifted_globals ⇒ int ⇒ int ⇒ bool
  fixes Qmax :: lifted_globals ⇒ lifted_globals ⇒ int ⇒ int ⇒ int ⇒ bool
  assumes
    ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
       s_max a b
    ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

s = s0 ∧ inv s ∧ 

inv s ∧ 

    do c_marshal a b;
    do s_unmarshal a b;
    do r ← s_max a b;
    do s_marshal r;
    do c_unmarshal r
    od

λs. s = s0 ∧ inv s ∧ Pmax s a b

λr s. inv s ∧ Qmax s0 s r a b

⚙

⚙
void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Generated Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 10 / 13

locale rpcstubsmax =

theorem
  ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
    do c_marshal a b;
    do s_unmarshal a b;
    do r ← s_max a b;
    do s_marshal r;
    do c_unmarshal r
    od
  ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

  fixes Pmax :: lifted_globals ⇒ int ⇒ int ⇒ bool
  fixes Qmax :: lifted_globals ⇒ lifted_globals ⇒ int ⇒ int ⇒ int ⇒ bool
  assumes
    ⦃λs. s = s0 ∧ inv s ∧ Pmax s a b⦄
       s_max a b
    ⦃λr s. inv s ∧ Qmax s0 s r a b⦄!

s = s0 ∧ inv s ∧ 

inv s ∧ 

    do c_marshal a b;
    do s_unmarshal a b;
    do r ← s_max a b;
    do s_marshal r;
    do c_unmarshal r
    od

λs. s = s0 ∧ inv s ∧ Pmax s a b

λr s. inv s ∧ Qmax s0 s r a b

⚙

⚙

generated proof

void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Composing Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 11 / 13

void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Composing Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 11 / 13

theorem
  ⦃λ_. True⦄
     s_max a b
  ⦃λr _. r = if a > b then a else b⦄!

✍

λr _. r = if a > b then a else b

λ_. True

void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Composing Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 11 / 13

interpretation rpcstubsmax

theorem
  ⦃λ_. True⦄
     s_max a b
  ⦃λr _. r = if a > b then a else b⦄!

✍

✍
λr _. r = if a > b then a else b

  λ_ _ _. True                                               -- Pmax

  λ_ _ r a b. r = if a > b then a else b       -- Qmax

λ_. True

void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Composing Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 11 / 13

interpretation rpcstubsmax

theorem
  ⦃λs. inv s⦄
     do c_marshal a b;
     do s_unmarshal a b;
     do r ← s_max a b;
     do s_marshal r;
     do c_unmarshal r
     od
  ⦃λr s. inv s ∧ r = if a > b then a else b⦄!

theorem
  ⦃λ_. True⦄
     s_max a b
  ⦃λr _. r = if a > b then a else b⦄!

✍

✍

⚙

λr _. r = if a > b then a else b

  λ_ _ _. True                                               -- Pmax

  λ_ _ r a b. r = if a > b then a else b       -- Qmax

λs. inv s

λr s. inv s ∧ r = if a > b then a else b

     do c_marshal a b;
     do s_unmarshal a b;
     do r ← s_max a b;
     do s_marshal r;
     do c_unmarshal r
     od

λ_. True

void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Composing Proofs

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 11 / 13

interpretation rpcstubsmax

theorem
  ⦃λs. inv s⦄
     do c_marshal a b;
     do s_unmarshal a b;
     do r ← s_max a b;
     do s_marshal r;
     do c_unmarshal r
     od
  ⦃λr s. inv s ∧ r = if a > b then a else b⦄!

theorem
  ⦃λ_. True⦄
     s_max a b
  ⦃λr _. r = if a > b then a else b⦄!

✍

✍

⚙

λr _. r = if a > b then a else b

  λ_ _ _. True                                               -- Pmax

  λ_ _ r a b. r = if a > b then a else b       -- Qmax

λs. inv s

λr s. inv s ∧ r = if a > b then a else b

     do c_marshal a b;
     do s_unmarshal a b;
     do r ← s_max a b;
     do s_marshal r;
     do c_unmarshal r
     od

λ_. True

void run() {
  int x = 2;
  int y = 3;
  int z = c_max(x, y);
  printf("max(%d, %d) = %d\n", x, y, z);
}

✍ int s_max(int a, int b) {
  if (a > b) {
    return a;
  }
  return b;
}

seL4

int c_max(int p, int q) {
  c_marshal(p, q);
  seL4_Call(...);
  int r = c_unmarshal();
  return r;
}

void handle_rpc() {
  seL4_Wait(...);
  s_unmarshal(&i, &j);  
  int k = s_max(i, j);
  s_marshal(k);
  seL4_Reply(...);
}

client server

✍

⚙ ⚙

⦃P⦄

⦃Q⦄

⦃P⦄

⦃Q⦄



Challenges

Fernandez et al, Verification of RPC Code Copyright NICTA 2015 12 / 13

What is

correctness?

✓
How do we

prove it?

✍
How do we

automate it?
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