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appropriate in all operational scenarios; as a result, many leakage measures have been pro-
posed, with many different properties. To clarify this complex situation, this paper studies
information leakage axiomatically, showing important dependencies among different ax-

Keywords: ioms. It also establishes a completeness result about the g-leakage family, showing that
Information flow any leakage measure satisfying certain intuitively-reasonable properties can be expressed
g-Vulnerability as a g-leakage.

Information theory © 2018 Elsevier B.V. All rights reserved.
Confidentiality

Axioms

1. Introduction

The theory of quantitative information flow has seen rapid development over the past decade, motivated by the need for
rigorous techniques to assess and control the leakage of sensitive information by computer systems. The starting point of this
theory is the modeling of a secret as something whose value is known to the adversary only as a prior probability distribu-
tion 7. This immediately suggests that the “amount” of secrecy might be quantified based on 7r, where intuitively a uniform
7 would mean “more” secrecy and a biased mw would mean “less” secrecy. But how, precisely, should the quantification be
done?

Early work in this area (e.g., [1]) adopted classic information-theoretic measures like Shannon-entropy [2] and guessing-
entropy [3]. But these can be quite misleading in a security context, because they can be arbitrarily high even if 7 assigns a
large probability to one of the secret’s possible values, giving the adversary a large chance of guessing that secret correctly
in just one try. This led to the introduction of Bayes vulnerability [4], which is simply the maximum probability that w
assigns to any of the possible values of the secret. Bayes vulnerability indeed measures a basic security threat, but it im-
plicitly assumes an operational scenario where the adversary must guess the secret exactly, in one try. There are of course
many other possible scenarios, including those where the adversary benefits by guessing a part or a property of the secret
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or by guessing the secret within three tries, or where the adversary is penalized for making an incorrect guess. This led
to the introduction of g-vulnerability [5], which uses gain functions g to model the operational scenario, enabling specific
g-vulnerabilities to be tailored to each of the above scenarios, and many others as well.!

This situation may however strike us as a bit of a zoo. We have a multitude of exotic vulnerability measures, but perhaps
no clear sense of what a vulnerability measure ought to be. Are all the g-vulnerabilities “reasonable”? Are there “reasonable”
vulnerability measures that we are missing?

The situation becomes more complex when we turn our attention to systems. We model systems as information-theoretic
channels, and the crucial insight, reviewed in Section 2.2 below, is that each possible output of a channel allows the ad-
versary to update the prior distribution ;v to a posterior distribution, where the posterior distribution itself has a probability
that depends on the probability of the output. Hence a channel is a mapping from prior distributions to distributions on
posterior distributions, called hyper-distributions [6].

In assessing posterior vulnerabilities, by which we mean the vulnerability after the adversary sees the channel output,
we have a number of choices. It is natural to consider the vulnerability of each of the posterior distributions, and take the
average, weighted by the probabilities of the posterior distributions. Or (if we are pessimistic) we might take the maximum.
Next we can define the leakage caused by the channel by comparing the posterior vulnerability and prior vulnerability,
either multiplicatively or additively. These choices, together with the multitude of vulnerability measures, lead us to many
different leakage measures, with many different properties. Is there a systematic way to understand them? Can we bring
order to the zoo?

Such questions motivate the axiomatic study that we undertake in this paper. We consider a set of axioms that char-
acterize intuitively-reasonable properties that vulnerability measures might satisfy, separately considering axioms for prior
vulnerability (Section 4) and axioms for posterior vulnerability and for the relationship between prior and posterior vulner-
ability (Section 5). Addressing this relationship is an important novelty of our axiomatization, as compared with previous
axiomatizations of entropy (such as [2,7,8]), which considered only prior entropy, or the axiomatization of utility by Kifer
and Lin [9], which considers posterior utility without investigating its relation to prior utility. As a result, our axiomatization
is able to consider properties of leakage, usually defined in terms of comparison between the posterior and prior vulnera-
bilities. We should however clarify that we do not view axiomatics as a matter of identifying “self-evident” truths. A variety
of axioms may appear intuitively reasonable, so while it is sensible to consider intuitive justifications for them, such justi-
fications should not be considered absolute. Rather we see the value of axiomatics as consisting more in understanding the
logical dependencies among different properties, so that we might (for instance) identify a minimal set of axioms that is
sufficient to imply all the properties that we care about.

The main contributions of this paper are of two kinds. One kind involves showing interesting dependencies among the
various axioms. For instance, under axiom averaging for posterior vulnerability, we prove in Section 5 that three other
axioms are equivalent: convexity, monotonicity (i.e., non-negativity of leakage), and the data-processing inequality. Convexity
is the property that vulnerability is a convex function from distributions to reals; what is striking here is that it is a property
that might not be intuitively considered “fundamental”, yet our equivalence (assuming averaging) shows that it is. We also
show an equivalence under the alternative axiom maximum for posterior vulnerability, which then involves quasi-convexity.

A second kind of contribution justifies the significance of g-vulnerability. Focusing on the axioms of convexity and con-
tinuity for prior vulnerability, we consider the class of all functions from distributions to reals that satisfy them, proving in
Section 4 that this class exactly coincides with the class of g-vulnerabilities. This soundness and completeness result shows
that if we accept averaging, continuity, and convexity (or monotonicity or the data-processing inequality) then prior vulner-
abilities are exactly g-vulnerabilities.

Plan of the paper. The rest of the paper is structured as follows: Section 2 reviews the basic concepts of quantitative in-
formation flow, Section 3 sets up the framework of our axiomatization, and Sections 4 and 5 discuss axioms for prior
and posterior vulnerabilities, respectively. Section 6 provides some discussion, Section 7 gives a more abstract perspective,
Section 8 discusses related work, and Section 9 concludes.

A preliminary version of this paper appeared in [10]. Additional material presented here includes: (i) proofs; (ii) a thor-
oughly revised presentation of the soundness and completeness of g-vulnerabilities with respect to continuous, convex
functions in Section 4.1, based on a deeper yet simplified characterization of the geometry of gain functions; and (iii)
a more elaborate discussion of our results and their consequences.

2. Preliminaries

We now review some basic notions from quantitative information flow. A secret is something whose value is known to
the adversary only as a prior probability distribution 7 : there are various ways for measuring what we will call its vulnera-
bility. A channel models systems with observable behavior that changes the adversary’s probabilistic knowledge, making the
secret more vulnerable and hence causing information leakage.

T Note that entropies measure secrecy from the point of view of the user (i.e., more entropy means more secrecy), while vulnerabilities measure secrecy
from the point of view of the adversary (i.e., more vulnerability means less secrecy). The two perspectives are complementary, but to avoid confusion this
paper focuses almost always on the vulnerability perspective.
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2.1. Secrets and vulnerability

The starting point of computer security is information that we wish to keep secret, such as a user’s password, social
security number, or current location. An adversary typically does not know the value of the secret, but still possesses some
probabilistic information about it, captured by a probability distribution called the prior. We denote by X the finite set
of possible secret values and by DX the set of probability distributions over X. A prior m € DX could either reflect a
probabilistic procedure for choosing the secret—e.g., the probability of choosing a certain password—, or it could capture
any knowledge the adversary possesses on the population the user comes from—e.g., a young person is likely to be located
at a popular bar on Saturday night.

The prior 7t plays a central role at measuring how vulnerable a secret is. For instance, short passwords are not vulnerable
because of their length (prefixing passwords with a thousand zeroes does not necessarily render them more secure), but
because each password has a high probability of being chosen. To obtain a concrete vulnerability measure one needs to
consider an operational scenario describing the adversary’s capabilities and goals; vulnerability then measures the adversary’s
expected success in this scenario.

Bayes-vulnerability [4] considers an adversary trying to guess the secret in one try and measures the threat as the proba-
bility of the guess being correct. Knowing a prior 7, a rational adversary will guess a secret to which it assigns the highest
probability: hence Bayes-vulnerability is given by

Vb(n) = max7y,
XeX

where we write my for the probability 7t assigns to x. Note that Bayes-vulnerability is called simply “vulnerability” in [4],
and is the basic notion behind min-entropy, defined as Hoo(7) = —lg V(). It is also the converse of the adversary’s
probability of error, also called Bayes-risk in the area of hypothesis testing [11].

Guessing-entropy [3] considers an adversary trying to guess the secret in an unlimited number of tries, and measures
the adversary’s uncertainty as the number of guesses needed on average. The best strategy is to try secrets in non-increasing
order of probability: if x; is an indexing of X in such an order, then guessing-entropy is given by

G(T[) = ZIIJTX' .

Shannon-entropy [2] considers an adversary who tries to infer the secret using Boolean questions (i.e., of the form “does
x belong to a certain subset X’ of X?”) and measures the adversary’s uncertainty as the number of questions needed on
average. It can be shown that the best strategy is at each step to split the secret space in sets of equal probability (as far as
possible). Under this strategy, a secret x will be guessed in — Igy steps, hence on average the number of questions needed
is

H@) = =) ex mxlgmy.

Note that Bayes-vulnerability measures the threat to the secret (the higher the better for the adversary). On the other
hand, guessing- and Shannon-entropy measure the adversary’s uncertainty about the secret (the lower the better for the
adversary).

Although the operational scenarios described above capture realistic threats for the secret, one could envision a variety
of alternative threats we might also be worried about. For instance, an adversary might be interested in guessing only part
of the secret, an approximate value of the secret, a property of the secret, or guessing the secret in a fixed number of tries. It
is for this reason that the more general g-vulnerability framework [5] was proposed: it allows one to adapt to many different
adversarial models.

Its operational scenario is parametrized by a set VW of actions (possibly infinite) that the adversary can make about the
secret, and a gain function g:VWWxX—R. The gain g(w, x) expresses the adversary’s benefit for having taken the action w
when the actual secret is x. The g-vulnerability function measures the threat as the adversary’s expected gain for an optimal
choice of action w:

Vg(m) = sup ) ,cx Tx&(W,X). (1)
weWw

Regarding the set W of allowable actions, one might assume that this should just be X, the set of possible values of
the secret. This is in fact too restrictive: the adversary’s goal might be to guess a piece of the secret, or a value close to the
secret, or some property of the secret. As a consequence we allow an arbitrary set of actions, possibly infinite, and make
(almost) no restrictions on the choice of g. In particular, a negative value of g(w, x) expresses situations when the adversary
is penalized for making a particular action under a particular secret; such values are essential for obtaining the results of
Section 4.1.3.

However, leaving g unrestricted has two side effects that are undesirable both conceptually and technically. First, V¢ could
potentially produce negative vulnerabilities. Conceptually, since we want to measure how vulnerable a secret is, it seems rea-
sonable that the minimum possible vulnerability should be 0, meaning “not vulnerable at all”. Technically, we will consider
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multiplicative leakage, which measures leakage as the ratio of two vulnerabilities; but such a ratio seems mathematically
meaningless if one vulnerability is positive and the other negative.

Second, Vg could potentially produce infinite vulnerabilities. Consider, for instance, the case when W is the set of all
integers, X’ = {x1,x2}, and g is given by g(w,x;) =w and g(w,x;) = —w. For this example we find that Vg becomes
not only infinite but also discontinuous: it is 0 on the uniform prior (for which the gain of one secret is exactly counter-
balanced by the loss of the other), and oo for all other priors. Again, such behavior is both conceptually and technically
problematic. Conceptually, it is unnatural for a system to be “infinitely vulnerable”, and even more so for an adversary to
be “infinitely risk-averse”, perceiving an infinitesimal change in the prior as an infinite change in the vulnerability of the
system. Technically, it is clear that discontinuous, infinite-valued functions are ill-behaved.

For these reasons, we always restrict to the class of gain functions GX, defined as

GX = {g|Vg:DX — Rxo}, (2)

that is, those gain functions that produce non-negative and finite-valued vulnerabilities. In Section 4.1.2 we will see that
this restriction also implies the continuity of V.

Note that, as its name suggests, V¢ is a measure of vulnerability, i.e., of the threat to the secret. An equally expressive
alternative is to define an “uncertainty” measure similarly, but using a loss function | instead of a gain function and assuming
that the adversary wants to minimize loss. The uncertainty measure, parametrized by [, can be then defined dually as
Up(r) = infywew Yy x xl(w, x), and is often called Bayes-risk in the area of decision theory.

Due to the flexibility of gain functions, g-vulnerability is a very expressive framework, one that can capture a great
variety of operational scenarios. This raises the natural question of which other vulnerability measures are expressible in
this framework. Bayes-vulnerability is a straightforward example, captured by guessing the exact secret, i.e., taking WW = X,
and using the identity gain function defined as

1, ifw=x,

&ia (W, X) 0, ifw#x.

Guessing-entropy can be also captured in this framework [12,13], this time using a loss function since it is an uncertainty
measure. The adversary’s action in this case is to guess a permutation of X, i.e., the order in which secrets are chosen in the
operational scenario of guessing-entropy. We can naturally define the loss I(w, x) as the index of x in w, i.e. the number of
guesses to find x, and using this loss function we get U;(r) = G(T).

Similarly, in the case of Shannon-entropy, the adversary tries to guess a strategy for constructing his questions. Strategies
can be described as probability distributions: at each step questions split the search space into subsets of as even probability
as possible. Hence, actions are W = DX, and the loss can be defined as I[(w, x) = —lg wy (the number of steps needed to
find x under the strategy w). Since the best strategy is to take w = mr itself, it can be shown [12] that under this loss
function U;(7r) = H(m).

In Section 4.1.3 we show that g-vulnerability exactly coincides with the generic class of continuous and convex vulnera-
bility functions.

2.2. Channels, hypers and leakage

So far we have considered secrets for which a probabilistic prior is known, and have discussed different ways for measur-
ing their vulnerability. We now turn our attention to systems, which are programs or protocols processing secret information
and producing some observable behavior. Examples of such systems are password-checkers, implementations of cryptosys-
tems, and anonymity protocols.

A system can be modeled as an (information theoretic) channel, a triple (X, ), C), where X, are finite sets of (secret)
input values and (observable) output values respectively and C is a |X|x|)| channel matrix in which each entry Cy
corresponds to the probability of the channel producing output y when the input is x. Hence each row of C is a probability
distribution over ) (entries are non-negative and sum to 1). A channel is deterministic iff each row contains a single 1
identifying the only possible output for that input.

It is typically assumed that the adversary knows how the system works, i.e. knows the channel matrix C. Knowing
also the prior distribution 7z, the adversary can compute the joint distribution p(x, y) = mxCyx,y on X' xY, producing joint
random variables X, Y with marginal probabilities p(x) = Zy p(x,y) and p(y) = >, p(x,y), and conditional probabilities
p(y|x) = p&x.»/p (if p(x) is non-zero) and p(x|y) = p*.¥)/p(y) (if p(y) is non-zero). Note that pxy is the unique joint
distribution that recovers 7 and C, in that p(x) =my and p(y | X) = Cy y (if p(x) is non-zero).?

For a given y (s.t. p(y) is non-zero), the conditional probabilities p(x|y) for each x € X form the posterior distribution
Px|y,» which represents the posterior knowledge the adversary has about input X after observing output y.

2 When necessary to avoid ambiguity, we write distributions with subscripts, e.g. pxy or py.
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Example 1. Given X = {x1,x2,x3}, Y = {¥1,Y¥2,¥3, Y4}, and the channel matrix C below, (the uniform) prior 7 =
(1/3,1/3,1/3) combined with C leads to joint matrix J:

Clyi Y2 Y3 Ya J1y1 y2 y3 ya
xx|/1 0 0 O0|= |x(1/3 0 O 0
X200 172 1/4 1/4 X0 16 1/12 1/12
X312 1/3 1/6 0 x3|1/6 1/9 1/18 O

Summing columns of J gives the marginal distributions py = (1/2, 5/18, 5/36, 1/12), and normalizing gives the posterior distri-
butions pxy, = (2/3,0,1/3), px|y, = (0,3/5,2/5), px|y, = (0, 3/5,2/5), and px|y, = (0,1, 0).

The effect of a channel C is to update the adversary’s knowledge from a prior 7 to a collection of posteriors px|y, each
occurring with probability p(y), called a hyper-distribution. A hyper (for short) on the input space X is of type D?X, which
stands for D(DAX), a distribution on distributions on X’. The support of a hyper is the set of possible posteriors that the
application of channel C on prior ;r can produce: we call those posteriors inners. The probability assigned by the hyper
to a particular inner is the marginal probability of the y that produced that inner. We call those probabilities the outer
probabilities. We use A to denote a hyper, [A] for its support (the set of posteriors with non-zero probability), [7] to
denote the point-hyper assigning probability 1 to 7, and [77>C] to denote the hyper obtained by the application of C on 7.
We say that [r>C] is the result of pushing prior  through channel C.

In Example 1, the hyper [m>C] assigns (outer) probabilities (1/2,15/36,1/12) to the (inner) posteriors (2/3,0,1/3),
(0, 3/5,2/5), and (0, 1, 0), respectively.?

Following [6,14], we can abstract from a concrete channel represented by its matrix C to an abstract channel C consisting
just in the corresponding mapping from priors to hyper-distributions. Abstract channels ignore aspects of channel matrices
that are irrelevant to leakage (e.g., labels and order of columns, and columns that are multiples of each other), and concen-
trate only on the essential information that affects leakage: the mapping from priors to hyper-distributions. We will denote
concrete channels and channel matrices using a sans-serif font (C) and abstract channels using a math font (C).

Since the outcome of a channel is a hyper, it is natural to extend vulnerability measures from priors to hypers, obtaining
a posterior vulnerability. For all measures described in Section 2.1 this has been done in a natural way by taking the
vulnerability of each posterior and averaging them using the outer. Let

ExF = anF(x)

denote the expected value of some random variable F: X — R (where R is usually the reals R but more generally can be a
vector space) over a distribution 7: DX’. We can then define posterior Bayes-vulnerability VP : D*X — Rt as

VPA = gpvh,
and similarly for Shannon-entropy, guessing-entropy and g-vulnerability. For hypers [7r>C] produced by channels, from the
above formula we can get an expression of each posterior vulnerability as a function of 7 and C, for instance,

Vb [r>C] = Zy maxy 77xCx, y, for Bayes vulnerability, and

@[n> Cl] = Zy supy, D, TxCx y&(W, X), for g-vulnerability.
Note that, for point-hypers, we have by construction that Vb [7]=Vb(r) and @[n] = Vg(7r), and similarly for the other
measures.

Finally, the execution of a system is expected to disclose information about the secret to the adversary, and the infor-
mation leakage of a channel C for a prior 7 is defined by comparing the vulnerability of the prior 7w —the adversary’s prior
knowledge—and that of [r>C]—the adversary’s posterior knowledge. The comparison is typically done either additively or
multiplicatively, giving rise to two versions of leakage:

additive: L% (r,C) = VP[reCl - Vi(m), and 3)
VP[zeCl
vb(m)

Note that the logarithm of £P>* (i, C) is usually called min-entropy leakage [4]. Leakage can be similarly defined for all other
measures.

multiplicative: £”*(,C) =

(4)

3 There might be fewer posteriors in the support of hyper [7>C] than there are columns in the joint distribution px y from which it is derived, because
if several columns of px y normalize to the same posterior then the hyper will automatically coalesce them [14]. Columns y; and y; were coalesced in
this case.



M.S. Alvim et al. / Theoretical Computer Science 777 (2019) 32-54 37

Table 1
Summary of axioms and their mnemonics for pairs of prior/
posterior vulnerabilities (V, V).

Axioms for prior vulnerabilities

CNTY Vr: ) Visa con;inuous functionv of
CVX vy g V(Xiant) < eVt
Q-cvx VY yam:  V(X;an) < max;V(r)

Axioms for posterior vulnerabilities

NI Vv V[ﬂ] = V(Jr)

DPI v, C,R: V[n>CJ > V[r>CR]

MONO v, C: V[er] > V(r)
Possible definitions of posterior vulnerabilities

AVG VA: TA = £,V

MAX VA: VA = max[MV

3. An axiomatic view of vulnerabilities

In Section 2 we discussed vulnerability measures obtained by quantifying the threat to the secret in a specific opera-
tional scenario. Channels were then introduced, mapping prior distributions to hypers, and the vulnerability measures were
naturally extended to posterior ones by averaging each posterior vulnerability over the hyper.

In this paper we shall follow a different approach: we axiomatize the study of vulnerabilities. We begin by considering
generic vulnerability functions of type

prior vulnerability: 'V :DX — Rxy, and
posterior vulnerability: V:D?x — R0,

and we consider a variety of properties that “reasonable” instantiations of these generic functions might be expected to
have. We then formalize these properties as a set of axioms for vulnerability functions, and investigate their consequences.

We shall start, in the following section, by focusing on the prior case by giving axioms for prior vulnerabilities V alone.
We then take convexity and continuity (made precise in Section 4 ahead) as our fundamental properties, and show that they
lead to g-vulnerability exactly. After that, we turn our attention to axioms considering either both V and ¥, or posterior v
alone. R

Moreover, we study two ways of constructing V from V: by taking the average over the hyper, as we have been doing
so far, and by considering the maximum-vulnerability over the hyper. It turns out that, in each case, several of the axioms
become equivalent. An important observation is that the axioms purely affect the relationship between prior and posterior
vulnerabilities, and are orthogonal to the way V and V are compared when used to measure leakage (i.e. multiplicatively or
additively). Hence the results we obtain about the relationship among axioms are valid under both definitions of leakage.

It is important to have in mind that, although in this paper we consider axioms for generic vulnerability, dual axioms
can be naturally stated for generic uncertainty measures.* In Table 1 we summarize the axioms we shall consider.

4. Axiomatization of prior vulnerabilities

We begin by introducing axioms that deal solely with prior vulnerabilities V.
The first property we consider is that “small” changes on the prior 7 have a “small” effect on V applied to that prior.
This intuition is formalized in the following axiom.

Definition 2 (Axiom of continuity (CNTY)). A vulnerability V is a continuous function of 7 (w.r.t. the standard topology® on
DX).

Intuitively, the CNTY axiom captures adversaries who are not infinitely risk-averse. For instance, the non-continuous
vulnerability function

1, if maxymy > A,

Vi) = .
0, otherwise,

(5)

4 Recall that vulnerabilities measure secrecy from the point of view of the adversary (i.e. more vulnerability means less secrecy), whereas entropies measure
uncertainty, that is, secrecy from the point of view of the user (i.e. more entropy means more secrecy). The two perspectives are complementary; in this
paper we focus on the vulnerability perspective.

5 The one induced by the Euclidean metric, or equivalently the total variation or 1/2-Manhattan metric used later in this section.
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would correspond to an adversary who requires the probability of guessing correctly to be above a certain threshold A
in order to consider an attack effective at all. But this is an arguably unnatural behavior if we assume that the risk
of changing the probability to A—e, for an infinitesimal €, should not be arbitrarily large. For instance, if A = 2/3, dis-
tribution 7! = (2/3, 1/2) would be considered “insecure” by the function above, since V¥3(z!) = 1, whereas distribution
72 = (2/3—€, 1/34+€) would be considered “secure”, since V7*(r%) = 0.

The second property we consider is that Vg is a convex function of the prior.® More precisely, a convex combination of
priors !, ..., 7™ is a sum i a;’ where a;’s are non-negative reals adding up to 1. Since DX is a convex set, a convex
combination of priors is itself a prior. The property is then formalized as the following axiom.

Definition 3 (Axiom of convexity (CVX)). A vulnerability V is a convex function of s —that is, for all convex combinations
>;aiw' we have

V(YXan’) = YiaV).

The CVX axiom can be interpreted as follows. Consider a game in which a secret (say a password) is drawn from two
possible distributions 7! or 72. The choice of distributions is itself random: we first select i € {1, 2} at random, with i =1
having probability a; and i =2 probability a, = 1—ay, and then we use 7! to draw the secret.

Now consider the following two scenarios for this game: in the first scenario, the value of i is conveyed to the adversary,
so that the actual prior the secret was drawn from is known. Using information in that m! (whichever one it was) the
adversary performs an attack, the expected success of which is measured by V(;r!). In this scenario the expected measure
of success overall will be >; a;V(rrh). In the second scenario, the choice i is not disclosed to the adversary: she knows
only that, on average, secrets are drawn from the prior )_; a;mw!. Since to perform an attack the adversary can only use the
information in ) a;i!, the expected success of an attack in this case will be measured by V (Z,- a,-r(").

The CvX axiom corresponds to the intuition that, since in the first scenario the adversary has more information, the
effectiveness of an attack can only be higher. Yet another way of seeing this axiom is to realize that an adversary should
get no less information from aq, 7! and 72, than from > a;jri, since the last value can be calculated if the first three are
known.

Note that, in the definition of CVX, it is sufficient to use convex combinations of two priors, i.e., of the form am! +
(1—a)7?; indeed we often use such combinations in proofs. Note also that CVX actually implies continuity everywhere
except on the boundary of the domain, i.e.,, on priors having at least one element with probability exactly 0. The function
V* from (5), for instance, for A =1 is convex but discontinuous. It captures an adversary that is only happy when knowing
the secret with absolute certainty; such an adversary does satisfy CVX, yet continuity breaks for point priors (note that, for
all 1/jx] < 1 <1, V* is neither continuous nor convex). The CNTY axiom, however, explicitly requires continuity everywhere.

Since the vulnerabilities V(rr') in the definition of CVX are weighted by the probabilities a;, we could have cases when
the expected vulnerability ) ; a; V(') is small although some individual V(rr’) is large. In such cases, one might argue
that the bound imposed by CVX is too strict and could be loosened by requiring that V(Zi a,-ni) is bounded only by the
maximum of the individual vulnerabilities. This weaker requirement is formalized as the following axiom.

Definition 4 (Axiom of quasi-convexity (0-CVX)). A vulnerability V is a quasi-convex function of  —i.e. for all convex combi-
nations ) ; a;w' we have

V(Y air’) < max V(.

The justifications we have so far provided for the axioms of CVX and Q-CVX might not strike us as very intuitive at first,
but it turns out that these axioms can in fact be justified as natural consequences of fundamental axioms relating prior and
posterior vulnerabilities, and specific choices for constructing V. We shall address these connections in detail in Section 5
ahead.

4.1. Soundness and completeness of V¢ with respect to continuous, convex functions

It turns out that the vulnerability functions satisfying the axioms of CNTY and CVX are exactly those expressible as Vg
for some gain function g. We will show each direction of this implication now.

4.1.1. A geometric view of gain functions
For our characterization of g-vulnerability, we exploit the geometry of gain functions together with some fundamental
tools from convex analysis. In the following, x - X' denotes the dot product of vectors x,x’. A crucial observation is that an

6 Note that, given the duality between vulnerability and uncertainty measures, for uncertainty measures a reasonable property would be concavity rather
than convexity.
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g(w,xp)

0
8(w,x;)

Fig. 1. Actions w constructed from subgradients on different priors.

action w can be thought of as a vector in R" (n = |X|), containing the gain for each secret, that is wy = g(w, x). Since a
prior  is a vector itself, the expected gain of w can be written as
57'[ g(W, ) = wW-IT .

It is then clear that w - ;v is a linear function, as shown in Fig. 1.
A useful tool for the analysis of convex functions is that of subgradients, which generalize gradients for non-differentiable
functions. A vector ¢ is a subgradient of f:S — R at x* € S iff

f)—f(x*) = ¢ -(x—x*) forallxeS. (6)

Note that the function x +— ¢ - (x — x*) + f(x*) is linear, always below f and touches f at x*, as shown in Fig. 1. The set of
all subgradients of f at x* (called the sub-differential) is denoted by a f (x*).

A norm | - || is the standard tool for reasoning about the length of vectors. Any norm naturally induces a metric defined
as dj.| (x, X'):=||x — x'||. Moreover, any norm || - || has a dualnorm | - |« given by
x|« := max x-z .
z:||zlI<1

It is well known that the Euclidean norm is its own dual, while the dual of the Manhattan norm’ | - ||; is the max norm
|l - lloo (in general the dual of a p-norm is the g-norm such that 1/p + 1/g = 1). Directly from the definition of || - ||, we get

that

Ix-yl < lxIllyl« forallx,y eR", (7)

which can be seen as a generalization of the Cauchy-Schwarz inequality.

The interior of a set S C R" consists of points x € S such that some open ball centered at x is contained in S. It is
common, however, that S is a lower dimensional object embedded in R". A triangle, for instance, could be embedded in R3
although it is 2-dimensional. Such objects are “flat”, so do not have a proper interior; however we can still talk about their
relative interior w.r.t. the lower dimensional space they live in (i.e. their affine hull). For convex sets, the relative interior
relint(S) can be simply defined as the points x € S such that all line segments in S ending in x can be extended beyond x
without leaving S [15, Thm. 6.1]. That is

relint(S) := {xeS|VzeSIrA>1:ax+(1—-21)zeS}.

Note that the probability simplex DX C R" (n=|X]) is an (n—1)-dimensional object that lies on the hyperplane x-1=1
(probabilities sum up to 1). Hence its interior is empty, but relint(D.X) is not: it consists exactly of all full-support distribu-
tions.

4.12. Every Vg satisfies continuity and convexity
We first show that any g-vulnerability, for g: GX, satisfies the axioms of CNTY and CVX. Let g be such a gain function
with a possibly infinite set of actions W. Recall that V can be expressed as the supremum of the family of functions:

Vg(r) = sup,w-m.

Note that w - 7t is linear on 7, hence both (trivially) convex and continuous.

The convexity of Vg then follows from the fact that the supremum of any family of convex functions is itself a convex
function. On the other hand, showing continuity is more challenging, since the supremum of continuous functions is not
necessarily continuous itself.?

7 The Manhattan norm of a vector (X1, X2, ..., Xp) is defined as ||(x1,%2,..., X))l = Z?:l [Xil.
8 A counter-example would be f(x) = sup,.o —(x—1)", which is discontinuous at 0.
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To show that V is continuous, we employ the concept of semi-continuity. Informally speaking, a function is lower (resp.
upper) semi-continuous at xg if, for values close to xp, the function is either close to f(xp) or greater than f(xp) (resp.
smaller than f(xp)).

Lower semi-continuity of V is straightforward from the following proposition:

Proposition 5. If f is the supremum of a family of continuous functions then it is lower semi-continuous.

Proof. Let F be a set of continuous functions and let f(x) = supscr f’(x). We show that f is lower semi-continuous.

Fix some o € R. We need to show that A ={x | f(x) > ¢} is open. Let xo € A; we are going to show that there exists
a ball around xo contained in A. Since o < sups.cr f'(xo), there exists some f’ e F such that f'(xo) > a. Since f’ is
continuous, there exists some ball B¢ (xg) such that f'(x) > « for all x € B¢(xp). Hence f(x) > f’(x) > « for all x € B¢(xo)
which means that B.(xg) CA. O

On the other hand upper semi-continuity is much less straightforward. For this we appeal to the structure of the proba-
bility simplex and the Gale-Klee-Rockafellar theorem.

Theorem 6 (Gale-Klee-Rockafellar). If f: A — R is convex and A is a polyhedron then f is upper semi-continuous.

Note that the above theorem crucially requires f to be finite-valued, which the reason why the class GX (2) enforces
the finiteness of V. Hence, for g: GX, V, is both lower semi-continuous (Proposition 5) and upper semi-continuous (The-
orem 6), and it is trivial that any function satisfying both semi-continuities is (simply) continuous.

In fact, we can also show that V is Lipschitz-continuous, a property stronger than continuity. Given a metric d on DX,
a function F : DX — R is k-d-Lipschitz iff

|F(m)—F(m)| < k-d@,n’) forallm,n:DX.

Intuitively, this property limits the steepness of F. Changing 7 by at most € (w.r.t. d) produces a change in F(;r) of at most
k-e.
Our metric of choice for DX is the total variation distance, given by

tv(m, ') = sup |w(X)—7'(X)|.
Xcx

For discrete distributions, expressed as vectors, the total variation is equal to half of the Manhattan distance, that is tv =
1d
280l -
Finally, the span | g|| of a gain function g is defined as:
lgll == sup |g(w,x) —g(w,x))|

w,x, X'

We are now ready to state our soundness result.
Theorem 7 (Soundness). For any g: GX, V¢ satisfies CNTY and CVX. Moreover it is || g||-tv-Lipschitz.

Proof. Continuity is a direct corollary of Proposition 5 and Theorem 6, we here show the Lipschitz property. Viewing an
action w as a vector, we first show that 7 +—> w - is ||g|-tv-Lipschitz. Let 1. = miny wy and A = || g(w, -)|. The elements
of w lie in [L, L + A]J; if we shift it by ¢ = L + A/2 then we get the vector w — c1 whose elements lie in [—4/2, A/2], hence
lw — c1|loo = 4/2. We then reason

lw-m—w-m’|

= [((w—cl)- (T —7")| ““1-(m—n')y=c—c=0"
=< [w—cllleo I — 711 “(7), the dual of |- [l1 is || - [leo”
= [w—cllloo 2tv(r, ') “tv(m, ') =1/2||lm —7'|y”
< lgll-tv(m, ') . 20w —cllloo =A=]gw, )l < lgl"

Finally, V¢ () =sup,, w - 7, and it remains to show that the supremum preserves the d-Lipschitz property.
So let F be a set of d-Lipschitz functions, we show that F(a) = supy.r f(a) is also d-Lipschitz. Fixing a,a’: A, assume
w.l.o.g. that F(a)>F(a’); we have

|F(a) — F(a)|
sups f(a) —supy f@) “definition F; F(a) > F(d')"
sups (f(@) — f(@) “—supy f(d) < —f(@)"

IA I
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< supy | f(a) — f(@)]
< supyd(a,a’) “f is d-Lipschitz”
= da,d) . O

Note that, without the “finite-valued” restriction of GX’, V; might attain +oo and be discontinuous. As an example, take
X ={x1,x}, W=N, g(w,x1) =w and g(w, x) = —w. For this g we compute that Vg(") =0 for the uniform prior, and
Vg () = +o0 for any other .

4.1.3. Continuity and convexity exactly characterize V ¢

Gain functions and g-vulnerability were introduced in order to capture a variety of operational scenarios. As discussed
in Section 2, we can naturally retrieve a variety of well-known measures—Bayes-vulnerability, Shannon-entropy, guessing
entropy, etc.—using properly constructed gain functions. This suggests the question of how expressive g-vulnerabilities are
in general. Remarkably, it turns out that g-vulnerabilities are expressive enough to capture any vulnerability function V
satisfying CNTY and CVX, although in the general case a countably infinite set V) of guesses might be needed.

The geometric view of g, together with the following result from convex analysis, are fundamental for establishing the
completeness of g-vulnerability.

Theorem 8. Let f : S — R be convex and let x < relint(S). Then 8 f (x) # @. Moreover, if f is k - d|.-Lipschitz then ||¢||,. <k for all
¢ €9 f(x).

Proof. The part d f (x*) # @ comes from [15, Theorem 23.4]. The part |¢||« <k comes from [16, Lemma 2.6]. O

We are now ready to state our completeness result. The main idea is that, on each full support prior 7 *, we will use a
subgradient ¢ € 0V (;r*) to form an action vector w, such that w - is below V and touches it on 7 *. The supremum of all
such function w - 7 has to coincide with V. Note that this result is a variant of the well-known fact that convex functions
can be expressed as the sup of linear ones (which has, indeed, already been explored by Boreale and Pampaloni in the study
of metrics for QIF [17,18]); our proof also establishes the Lipschitz property and the fact that countably many actions are
sufficient.

Theorem 9 (Completeness). Let V : DX — Rxq satisfy CNTY and CVX. Then V = V¢ for some g: GX with a countable set of actions.
Moreover, if V is k - tv-Lipschitz then || g|| < k.

Proof. Let A be the elements of relint(DX’) (i.e. the full support priors) having rational coordinates. We will create one
action vector w5 for each such 7 € A. So fix some 7* € A, since V is convex and 7* € relint(DX’), Theorem 8 guarantees
that dV(r*) is not empty. Fixing some subgradient ¢ € 3V (;r*), define an action vector

Wrs = ¢+ (V@) —¢ 7)1,
where 1 is the “all-ones” vector. Note that 7w - 1 =1, hence we have that
Wre T = ¢- (T —*)+V("),

the function that (from the definition of the subgradient (6)) is always below V and touches it on 7r*. In other words, it
holds that

Wy - 7T* V(*), and

Wy« TT V() forall m: DX .

IA

Setting W = {wy/ | ’: A} (a countable set), we have that for all 7 € A

Vg(m) = supwyp -m = wWg-m = V1),
't A

that is, V¢ and V coincide on A. Note that, although we have not yet established that V; =V everywhere, we already know
that Vg (r) < V() for all # € DX, hence V; is finite-valued, so from Proposition 5 and Theorem 6 we conclude that it is
continuous.

As a consequence, since all irrationals are the limit of a sequence of rationals, from continuity we get that Vg and
V coincide on the whole relint(D.X’). Similarly, boundary points are the limit of a sequence of interior points, hence we
conclude that Vg and V coincide everywhere. This also clearly means that the constructed gain function belongs to GX.
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Finally, assume that V is k - tv-Lipschitz. Since tv(w, ') = 1/2|lwr — r'||1, V is k/2 - d., -Lipschitz. From Theorem 8, and
the fact that the dual norm of || - |1 is || - ||co, We get that for all subgradients ¢ used in the construction of the action
vectors Wy, it holds that ||¢| . <k/2. As a consequence

lg(Wr, ) —g(Wx,X)| = l¢px—dxl = I¢ul+loxl = 2ldlc = k,

from which we conclude that ||g|| <k. O

Note that a consequence of the construction in the above proof is that, for any full-support prior 7z with rational prob-
abilities, the supremum in Vg () is in fact attained by the constructed action wy. If we are not interested in ¥V being
countable, we can extend the construction of w, to the whole relint(DX’), hence the supremum will be attainable for all
full-support priors. This property fails for non-full-support priors however, since subgradients are not guaranteed there; one
would need to use gain functions with explicit —oo values to make the supremum attainable.

5. Axiomatization of posterior vulnerabilities

We will now consider axioms for posterior vulnerabilities, and axioms that relate posterior- and prior vulnerabilities. We
consider three of them, and investigate how different definitions of posterior vulnerabilities shape the interrelation among
those axioms.

The first property we consider states that an adversary who has learned with certainty, after observing the output of a
channel, that the secret has distribution 7 will have the same amount of information V(;r) she would have had from the
prior distribution  itself.

This is formalized as the following axiom.

Definition 10 (Axiom of non-interference (NT)). The vulnerability of a point-hyper equals the vulnerability of the unique inner
of this hyper:

Vi Vir] = V().

As its name suggests, the NI axiom can be interpreted in terms of noninterference. A channel C is noninterfering if the
result of pushing any prior m through C is the point-hyper [7], meaning that the adversary’s state of knowledge is not
changed by the observation of the output of the channel; that is, C is the channel 1 that leaks nothing. It is well known
that a channel matrix C is noninterfering iff all its rows are the same [19,20]. The NI axiom, then, is equivalent to stating
that an adversary observing the output of a noninterfering channel does not gain or lose any information about the secret:

2% Virs1] = V().
The second axiom we consider is an analogue of the famous data-processing inequality for mutual information,® and is
formalized as follows.

Definition 11 (Axiom of data-processing inequality (DPI)). Post-processing does not increase vulnerability:

vr,C,R: Virsc] > VirsCR],

where the number of columns in matrix C is the same as the number of rows in matrix R, and CR is the standard matrix
multiplication, here called cascading of channels.

Note that, since the DPI axiom concerns the operation of cascading—which demands a matching between the outputs
of the first channel matrix and the inputs of the second one—, it is formalized in terms of (concrete) channels. The DPI
axiom can be interpreted as follows. Consider a secret that is fed into a (concrete) channel C, and then the produced output
is post-processed by being fed into another (concrete) channel R (whose input set must be the same as the output set
of C). Now consider two adversaries A and A’ such that A can only observe the output of channel C, and A’ can only
observe output of the cascading C' = CR. For any given prior 7t on secret values, A’s posterior knowledge about the secret
is given by the hyper [7r>C], whereas that of A”’s is given by [7r>C’]. Note, however, that from A’s knowledge it is always
possible to reconstruct A’’s, but the converse is not necessarily true. To see that, note that A can use 7 and C to compute
[7>CR’] for any R/, including the particular R used by A’. On the other hand, A’ knows only 7w and C’ and, in general,
the decomposition of C’ into a cascade of two channels is not unique (i.e. there may be several pairs C;, R; of matrices
satisfying C’ = C;R;), so it is not always possible for A’ to uniquely recover C from C’' and compute [7>C]. Given this
asymmetry, DPT formalizes that a vulnerability V should not evaluate A’s information as any less than A’’s.

9 The data processing-inequality for mutual information states that if X—Y— Z forms a Markov chain, then I(X;Y) > I(X; Z).
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MONO | NI | [ DPI |
w2
Fig. 2. Equivalence of axioms under AVG. The merging arrows indicate joint implication: for example, AVG A CVX implies DPI.

The third property we consider is that by observing the output of a channel an adversary cannot lose information about
the secret; in the worst case, the output can be ignored if it is not useful.'® This property is formalized as the following
axiom.

Definition 12 (Axiom of monotonicity (MONO)). Pushing a prior through a channel does not decrease vulnerability:
v, C: VineCl > V().

The MONO axiom has two direct consequences on the additive and multiplicative notions of leakage. Since posterior
vulnerabilities are never smaller than the corresponding prior vulnerabilities, additive leakage is always non-negative, and
multiplicative leakage is never smaller than 1.

5.1. Definitions of posterior vulnerabilities

Having introduced the axioms of NI, DPI and MONO, we now turn our attention to how posterior vulnerabilities can
be defined so to respect them. In contrast with the case of prior vulnerabilities, in which the axioms considered (CVX and
CNTY) were satisfied by, and only by, the family of prior g-vulnerabilities, in the case of posterior vulnerability the axioms
considered so far are not satisfied by, and only by, the family of posterior g-vulnerabilities. For that reason, in the following
we shall consider alternative definitions of posterior vulnerabilities, and discuss the interrelations of axioms each of them
induces.

5.1.1. Posterior vulnerability as expectation

As we have seen, the posterior versions of Bayes vulnerability and g-vulnerability, as well as of Shannon entropy and
guessing entropy, are all defined as the expectation of the corresponding prior measures over the (hyper-) distribution of
posterior distribution, i.e. weighted by the probability of each posterior’s being realized. The definition of posterior vulnera-
bility as expectation is formalized as the following axiom.

Definition 13 (Axiom of averaging (AVG)). The vulnerability of a hyper is the expected value, w.r.t. the outer distribution, of
the vulnerabilities of its inners:

VA: VA = EAV,
where the hyper A:DX typically results from A = [ C] for some 7, C.

We will now consider the consequences of taking AVG as an axiom. As it turns out, by imposing AVG on a prior/posterior
pair (V, V) of vulnerabilities, we can uncover a series of interesting relations among other axioms: if axiom of AVG holds,
then so does the axiom of NI; and the axioms of CVX, DPI and MONO become equivalent to each other. Fig. 2 summarizes
these relations, which we shall now demonstrate.

We begin by showing that AVG implies NT.

Proposition 14 (AVG = NI). If a pair of prior/posterior vulnerabilities (V, @) satisfies AVG, then it also satisfies NT.
Proof. If AVG is assumed then for any prior 7 we have @[n] =&EmV =V(m), since [] is a point-hyper. O

Second, we show that the axioms of NI and DPI, taken together, imply MONO.

10" Note that in this paper we adopt a static perspective of leakage, which considers the entire hyper-distribution [7>C]. Since this approach lets us con-
sider all the possible posterior distributions that the adversary might learn, together with their probabilities, it is reasonable to assume that the adversary’s
information cannot decrease by observing the system. If, instead, we were to adopt a dynamic perspective of leakage, which considers the effect of the
adversary’s observing a particular channel output y, it might be reasonable to accept that some particular outputs can decrease the adversary’s information
about the secret.
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Proposition 15 (NI A DPI = MONO). If a pair of prior/posterior vulnerabilities (V, @) satisfies NT and DPI, then it also satisfies
MONCO.

Proof. For any 77, C, let 1 denote the noninterfering channel with only one column and as many rows as the columns of C.
Then

Vr=C]
= V[mr>C1] “by DPI”
= Ve 1] “cl=1"
= V]
= V() “by NI”

Third, we show that the axioms AVG and MONO together imply CVX.

Proposition 16 (AVG A MONO = CVX). If a pair of prior/posterior vulnerabilities (V, V) satisfies AVG and MONO, then it also satisfies

CVX.
Proof. Let X = {x1,...,xy} be a finite set, and let 7! and 72 be distributions over X. Let O<a<1, so that also 73 =
an! + (1—a)m? is a distribution on X. (In case a =0 or a =1 we would have 73 = 7! or 73 = 72, respectively, and
convexity would follow trivially.) Define C* to be the two-column channel matrix
ani/z3  (-ani/z3
c* = an! fx3  (A—@7n?/z3 (8)

amyfx3  (I—amd/x3

for every i such that 7113 # 0. (Note that if 71,.3 =0 for some i, then x; is not in the support neither of 7! nor of w2 (since
0<a<1), and we can, without loss of generality, remove element x; from both priors and from channel matrix C* above.)

By pushing 73 through C* we obtain the hyper [m3>C*] with outer distribution (a, 1—a), and associated inners 7
and 2. Since AVG is assumed, we have

1

Viri-c* = aVr')+ 1-a)V(r?). 9)
But note that by MONO, we also have

Viri-c* = V(@) = Var' + 1-a)7?). (10)
Taking (9) and (10) together, we obtain CVX. 0O

Finally, we show that the axioms AVG and CVX together imply DPI. For that, we will need the following lemma.

Lemma 17. Let X—Y—Z form a Markov chain with triply joint distribution p(x,y,z) = p(x)p(¥|X)p(z|y) for all (x,y,z) €
X xYxZ.Then Zy p(¥12)p(x|y) = p(x|2) forallx, y, z.

Proof. First we note that the probability of z depends only on the probability of y, and not x, so p(z|x, y) = p(z|y) for all
X, Y, z. Then we can use the fact that

p(y.9p(x,y) = pX, y,2py) (11)
to reason
>y p(yI2)p(xly)
= Zy (P:2/p(2))) (PEY)/p(y)) “by definition of conditional”
= 2y PaY.DPW)/p2)p(y) “by Equation (11)”
= Zy px.y12) “by definition of conditional”
= p(x|z) . “by marginalization”

O
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Fig. 3. Equivalence of axioms under MAX. The merging arrows indicate joint implication: for example, MAX A Q-CVX implies DPI. Compare with Fig. 2.

Proposition 18 (AVG A CVX = DPI). If a pair of prior/posterior vulnerabilities (V, @) satisfies AVG and CVX, then it also satisfies
DPI.

Proof. Let X', ) and Z be sets of values. Let be 7 be a prior on X, C be a (concrete) channel from X to )/, and R be a
(concrete) channel from ) to Z. Note that the cascade CR of channels C and R is a channel from X to Z.

Let p(x,y,z) be the triply joint distribution defined p(x, y,z) = mxCx yRy ; for all (x,y,z) e Xx)YxZ. By construction,
this distribution has the property that the probability of z depends only on the probability of y, and not x, that is that
p(z|x,y)=p@ly).

Note that, by pushing prior 7 through channel C, we obtain hyper [7>C], in which the outer distribution on y is p(y),
and the inners are px)y. Thus we can reason

VireCl
= 2y PWV(pxyy) “by AVG”
= Zy (Zz P(Z)P(Y|Z)) V(pxy) “by marginalization”
= 2@, p(YI2)V(Dx)y) “moving constants w.r.t. the sum”
> Y. p@V (X, p(yI2)Pxy) “by CVX”
= ,ZZ PV (pxz) “by Lemma 17"
= V[m>CR] . “by AVG”

O

5.1.2. Posterior vulnerability as maximum

An important consequence of AVG is that an observable’s happening with very small probability will have a negligible
effect on V, even if it completely reveals the secret. If this is not acceptable, an alternative approach is to consider the
maximum information that can be obtained from any single output of the channel—produced with non-zero probability—no
matter how small that probability might be. This conservative approach represents a defender who worries about the worst
possible amount of threat to the secret. The definition of posterior vulnerability in these terms is formalized as the following
axiom.

Definition 19 (Axiom of maximum (MAX)). The vulnerability of a hyper is the maximum value among the vulnerabilities the
inners in the support of its outer distribution:

VA: VA = maxV R
[A]

where the hyper A:DX typically results from A = [ C] for some 7, C.

Note that the definition above takes the support of the outer distribution because we ignore the vulnerability of inners
that cannot happen (i.e. that have probability zero).

We shall now consider the consequences of taking MAX as an axiom. As it turns out, by imposing MAX on a prior/posterior
pair (V, V) of vulnerabilities, we can derive relations among other axioms, just as we did for AVG. But they are different.

More precisely, if the axiom of MAX is satisfied, then again the axiom of NT too is implied; but this time it's the axioms
of Q-CVX, DPI and MONO that become equivalent to each other. Fig. 3 summarizes these relations, which we shall now
demonstrate.

We begin by showing that MAX implies NT.

Proposition 20 (MAX = NTI). If a pair of prior/posterior vulnerabilities (V, %7) satisfies MAX, then it also satisfies NT.

Proof. If the MAX axiom is assumed, for any prior 7 we will have V[n] =max[z) V= V(m), since [7] is a point-hyper. O
However, in contrast to the case of AVG, the symmetry among CVX, MONO and DPI is broken under MAX: although the

axioms of MONO and DPI are still equivalent (a result that we shall soon demonstrate), they are weaker than the axiom

of cvX. Indeed, the following example shows a pair of prior/posterior vulnerabilities (V, V) satisfying the axioms of MAX,
MONO and DPI, but not the axiom of CVX.
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Example 21 (MAX A MONO A DPI # CVX). Consider the pair (V1, @1) such that for every prior 7 and channel C:

Vi(@)=1- (mxinzrx)z, and

@1[n>C] = max Vj.
[reC11

(Note that [ C] denotes the set of inners in the hyper resulting from the application of C to 7.)

We can see that V; does not satisfy Cvx by considering distributions 7! = (0, 1) and 72 = (1/2, 1/2), and their convex
combination 73 = 1/271 + 1/27w% = (1/4,3/4). We then calculate V(1) =1-0% =1, Vi(7?) = 1—-(1/2)2 = 3/4, Vi (3) =
1—(1/4)%2 =15/16, and 1/2V (') + 12V (72) = 7/s to conclude that V1 (3) > 12V (1) 4+ 1/2V;(7?) so that indeed CVX is
not satisfied. R R

The pair (Vq, V1) satisfies MAX by construction. To show that (V, Vq) satisfies MONO and DPI, we first notice that V;
is quasi-convex. Using results from Fig. 3 (more precisely, that MAX 4+ Q-CVX = MONO + DPI, proved later in this section),
we conclude that MONO and DPI are also satisfied.

The vulnerability function used in the counter-example above is quasi-convex. It turns out that this is not a coincidence:
by replacing Cvx with Q-CVX (a weaker property), the symmetry between the axioms can be restored. The remainder of
this section establishes the equivalence of Q-CVX, MONO and DPI under MAX.

We first show that the axioms MAX and MONO together imply Q-CVX.

Proposition 22 (MAX A MONO = Q-CVX). If a pair of prior/posterior vulnerabilities (V, @) satisfies MAX and MONO, then it also
satisfies Q-CVX.

Proof. Assume for a contradiction that (V, V) satisfy MAX and MONO, but do not satisfy Q-CVX.
Since Q-CVX is not satisfied, there must exist a value 0<a<1 and three distributions 7!, 7w
ar! + (1—a)w? and

2 73, such that 73 =

V@?) > max(Vrh), Var?)) . (12)

Now consider the (concrete) channel C* defined as in (8). Then the hyper-distribution [73>C*] has outer distribution
(a,1 —a), and corresponding inner distributions 7r! and 7 2. Since MAX is assumed, we have that

Vir3=C* = max(V(rh), V(rr?)), (13)
and because we assumed MONO, we also have that
Viz3sc* > V). (14)

By replacing (13) in (14), we derive that V(7r3) < max (V(rr1), V(7r2)), which contradicts our assumption in (12). O
We now show that the axioms MAX and Q-CVX together imply DPI.

Proposition 23 (MAX A Q-CVX = DPI). If a pair of prior/posterior vulnerabilities (V, %7) satisfies MAX and Q-CVX, then it also
satisfies DPI.

Proof. Let 7 be a prior on X, and C, R be channels from X to )’ and from ) to Z, respectively, with joint distribution
p(x,y,z) defined in the same way as in the proof of Proposition 18.

Note that, by pushing prior 7 through channel CR, we obtain hyper [7>CR] in which the outer distribution on z is
p(2), and the inners are pxj;. Thus we can derive:

V[7>CR]
= max; V(pxz) “by MAX”
maXZV(Zy P(J/|Z)PX\y) “by Lemma 17”
< max; (maxy V(px)y)) “by Q-CVX”
= maxy Vpxy) “z not free”
= V[z>C] . “by MAX”

O

Finally, note that, although Q-CVX is needed to recover the full equivalence of the axioms, CVX is strictly stronger than
Q-CVX; hence, using a convex vulnerability measure (such as any V), MONO and DPTI are still guaranteed under MAX.
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Corollary 24 (MAX A CVX = MONO A DPI). If a pair (V, @) satisfies MAX and CVX, then it also satisfies MONO and DPI.
Proof. Follows from the results of Fig. 3 and the fact that CVX = Q-CVX. O

5.1.3. Other definitions of posterior vulnerabilities

Defining posterior vulnerabilities using the axioms of AVG or MAX is certainly reasonable in many scenarios, but we may
wonder whether other definitions might also be meaningful in some context. In this section we discuss the consequences of
defining posterior vulnerabilities with something more relaxed than AVG or MAX. We shall, however, consider that V should
be related to V by the following condition: the vulnerability of a hyper-distribution should be bounded by the vulnerabilities
of the inner distributions in its support. The next axiom formalizes this restriction.

Definition 25 (Axiom of bounds (BNDS)). The vulnerability of a hyper lies non-strictly between the vulnerabilities of the
inners in its support:

VA: minV < va < maxV,
[A] [A]
where the hyper A:DX might result from A = [z~ C] for some m, C.

Intuitively, the BNDS axiom states that the vulnerability of a hyper resulting from pushing a prior through a channel can
only be as high as the vulnerability induced by the “most leaky” observable, and it can only be as low as the vulnerability
induced by the “least leaky” observable.

We shall now consider the consequences of taking BNDS as an axiom. Whereas BNDS turns out to be strong enough to
ensure NI, by replacing MAX with BNDS, the equivalence among Q-CVX, DPI and MONO no longer holds.

We begin by showing that the axiom of BNDS is sufficient to guarantee NT.

Proposition 26 (BNDS = N1I). If a pair of prior/posterior vulnerabilities (V, @) satisfies BNDS, then it also satisfies NI.

Proof. If (V, @) satisfies BNDS, then minfaV < VA< maxya7 V for every hyper A. Consider, then, the particular case when
A =[x]. Since [r] is a point-hyper with inner 7, we have that minjz}) V = maxzy V = V(7). This in turn implies that
V() <V[m] <V(m), which is NI. O

The next example shows that under BNDS, not even CVX—which is stronger than Q-Cvx—is sufficient to ensure MONO
or DPT.

Example 27 (BNDS A CVX # MONO and BNDS A CVX #- DPI). Consider the pair (Vz,RA’z) such that for every prior w and
hyper A:

Va(r) = maxmy, and
X

(maxpay V2 + minpag Va)
> .

The pair (VZ,VZ) satisfies the axiom ofABNDS, since §2 is the simple arithmetic average of maximum and minimum
vulnerabilities of the inners. The pair (V;, V3) also satisfies the axiom of CVX, since V,(5r) is just the Bayes vulnerability
of .

To see that the pair (V, @2) does not satisfy the axiom of MONO, consider the prior 72 = (9/10, 1/10) and the (concrete)
channel

@zA =

8/9 ]/9
0|1

Cy =

We can calculate that V,(r2) = 9/10, and that [w2>C;] has outer distribution (4/5,1/5), and inner distributions (1,0) and
(1/2,1/2). Hence

{/2[7(2> Cy] = (+2)/2 = 3/4,

which violates MONO because V,[72>Cy] < V5 (772).
Now to see that the pair (V3, V) does not satisfy DPI, consider the prior 73 = (3/7,4/7) and the (concrete) channels

]/3 2/3 1/4 3/4
C; = 1/a|3/al and R3; = 3al1/a]’
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Fig. 4. A picture showing how posterior min-entropy can be greater than prior min-entropy. Pushing prior 7 = (1/3,2/3) through channel C gives hyper
[ C] with outer (1/3,2/3) and inners px|y, = (0,1) and px)y, = (1/2,1/2). S0 Hoo () = —10g;2/3~0.58 and Heo[r>C]=1/3-0+42/3-1~0.67.

We can calculate that [773>Cs3] has outer distribution (2/7, 5/7), and inners (1/2, 1/2) and (2/5, 3/5). Hence

Valm3sC3] = (/2435)/2 = 11/20 = 0.55.

On the other hand, the cascade C3Rs3 yields the channel

7/12(5/12
C3Rs = 55 | 3/ |

and we can calculate [7r3>C3R3] to have outer distribution (17/2s, 11/28), and inners (7/17, 19/17) and (5/11, 6/11). Hence

V[n3sC3Rs3] = (0174911)/2 = 106/187 ~ 0.567 ,

which makes V73> C3R3] > V[73>C3] and violates the axiom of DPT.

6. Applications of axiomatization to understanding leakage measures

The relationships we have uncovered among axioms help us better understand the multitude of possible leakage mea-
sures one can adopt (e.g. what V to use, and what version of leakage—additive or multiplicative—to employ).

A first instance of an insight concerns the robustness of the refinement relation T discussed studied in [5,6,14]. Given
channels C and D, both taking input X, C is refined by D, written C C D, if D = CR for some “refining” channel R. As
proved in [5,14], refinement is sound and complete for the strong g-leakage ordering: we have C C D iff the g-leakage of
D never exceeds that of C, regardless of the prior 7 or gain function g. Still, we might worry that refinement implies a
leakage ordering only with respect to g-leakage, leaving open the possibility that the leakage ordering might conceivably fail
for some yet-to-be-defined leakage measure. But Propositions 16 (AVG A MONO = CVX) and 18 (AVG A CVX = DPI) show
that if the hypothetical new leakage measure is defined using AVG, and never gives negative leakage, then it also satisfies
the data-processing inequality DPI. And hence refinement is also sound for the new leakage measure.

Another application concerns the possibility of negative leakage for some information measures. As an example, consider
Rényi entropy, a family of entropy measures that has been used in the context of quantitative information flow. The family
is defined by

1
Ho(m) = 1—« log, (ZX€X 71')?)
for 0<a<oo (taking limits in the cases of @ = 1, which gives Shannon entropy, and « = oo, which gives min-entropy). It
would be natural to use Rényi entropy to define a family of leakage measures by defining posterior Rényi entropy Hy using
AVG and defining Rényi leakage by

L%, C) = Hy(m) — HylmeC].

However, it turns out that H, is not concave for o > 2. Therefore, by the dual version of Proposition 16 (AVG + MONO
= CvX), we find that Rényi leakage £% for o > 2 would sometimes be negative. As an illustration, Fig. 4 shows how
the nonconcavity of min-entropy Ho, can cause posterior min-entropy to be greater than prior min-entropy, giving negative
min-entropy leakage. This problem is avoided, however, if we do not define posterior min-entropy by using AVG, but instead
by Heol[7r>C] = —log, Vi[> C.
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7. A more abstract perspective

The axioms relating to Averaging are in fact instances of the general monad laws proved by Giry for probabilistic com-
putation [21], and in this section we give details. The benefit of this generality is that it provides immediate access to well
developed mathematical theories extending these results to infinite states and proper measures [22]. And its broader per-
spective gives a direct connection to higher-order reasoning tools that dramatically simplify proofs, thereby leading directly
to practical frameworks for calculating leakage [23]. We now give details.

The operator D that takes a sample space X to (discrete) distributions DX on that space is widely recognized as the
“probability monad”, that is in effect a type constructor that obeys a small collection of laws shared by other, similar con-
structors like the powerset operator PP [21]. Each monad has two polymorphic functions 7, for “unit”, and u, for “multiply”,
that interact with each other in elegant ways. For example in (the) P (monad), unit has type X—PX and nx is {x}, the
singleton set containing just x (we sometimes omit function brackets to reduce clutter); correspondingly in D we have type
X—DAX and nx is [x], the point-distribution on x. In P, multiply w is distributed union that takes a set of sets to the one
set that is the union of them all, having thus the type P2X—PX’; and in D we have (uA)x = D5 (a1 Asdx with w thus of

type D?X—DX and taking the outer-weighted average of all the inner distributions § in the support of hyper A: it is the
“weighted average” of the hyper, which we sometimes call “squash”. That means, for example, that u[7>Cl=m, i.e. that if
you squash the hyper produced by prior 7 and channel C you get the prior back again.

Furthermore the monadic type-constructors are functors, whose significance for us is that they can be applied to functions
as well as to objects: thus for f in X—) the function Pf of type PX—P) is such that for X in PA we have f(X)=
{f(0) | xeX} in PY. In D instead we get the push forward of f, so that for 7 in DX we have (Df)(w)y = Zﬂx):y Tx.

With these tools, some of our axioms can be expressed in a very general way, for example

(1) AVG becomes @:/J,ODV, the Kleisli lifting or indeed the bind of monadic functional programming.
(2) NI becomes Von=V. Assuming (1), that follows from the general monad laws pon=1 and DVon=noV.
(3) cvx becomes Vou < oDV,

A consequence of accepting averaging (1) is that \7(A1p+A2) = @(N) pt @(A2), i.e. we have linearity of ¥, where pt
takes the p-weighted sum of its operands: on the left we sum over hypers; on the right we sum over scalars. This is more
generally %A/(/Lé) = /L((DV)A) where A is in D3X, a distribution of hypers, another monad law when @:MODV.

The space ]D)3/'E also gives a hyper-formulated definition of the refinement order T over hypers, ie., that ACA?
just when VA'>VAZ for all V satisfying the axioms: it is that A'CAZ just when there is a A such that Al=p A and
A%2=(Dp)A [22,24]. This formulation allows soundness of C, i.e. that it can only decrease g-vulnerability, to be shown even
for infinite state-spaces X and general measures. (See Appendix A.)

Finally, the monadic structure coupled with the Kantorovich metric gives us continuity criteria not only for V but also
for V [21,25]. If we give the underlying X’ the discrete metric, that dist(x1, x2) = (0 if x;=x, else 1), then the Kantorovich-
induced distance on DX is equivalent to the total variation or 1/2-Manhattan metric used in Section 4. But the great
generality of these monads gives us more, for example that AVG, i.e., the axiom V = oDV, makes V continuous as well,
this time with respect to the Kantorovich metric on hypers. That in turn allows higher-order calculations that limit infor-
mation flow in a very robust way [12].

In Appendix A we give examples of these general constructions in action: how they enable more succinct definitions,
shorter, more algebraic proofs (if somewhat denser), and how they improve our chances of further discoveries because of
the wealth of similar constructions that already exist in this mathematical style.

8. Related work

Our axioms for posterior vulnerabilities can be seen generalizations of key properties of Shannon entropy [26]. As we
mentioned, our axiom of data-processing inequality (DPI) is a straightforward generalization of the data-processing in-
equality for mutual information, which states that if X—Y— Z forms a Markov chain, then I(X;Y) > I(X; Z). Our axiom of
monotonicity (MONO) is a generalization of Shannon entropy’s “information can’t hurt” property, which states that for every
pair X, Y of random variables, H(X|Y) < H(X). Finally, our axiom of monotonicity (NI) can be seen as a generalization of
the property that, for every pair of independent random variables X and Y, H(X | Y) = H(X).

The conservative approach represented by the use of the axiom of maximum (MAX) is employed, for instance, in the
original definition of differential privacy [27].

8.1. Relation with other axiomatizations of entropy measures

Csiszar has surveyed [28] the most commonly used postulates for a function f of the uncertainty contained in
a finite probability distribution (pq,...,pn) for N>0. They are: (P1) positivity: f(p1,...,pn) > 0; (P2) expansibility:
f1,...,pN,0) = f(p1,...,pN); (P3) symmetry: f(p1,...,pn) is invariant under permutations of (p1, p2,..., pn); (P4)
continuity: f(p1,...,pn) is a continuous function of (pq,..., pn), for fixed n; (P5) additivity: f(PxQ) = f(P) + f(Q),
where PxQ is the product-distribution of P and Q (i.e. the distribution in which events have probability p;q; for
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each p; € P and q; € Q); (P6) subadditivity: f(A, B) < f(A) + f(B), where A and B are discrete random variables; (P7)
strong additivity: f(A, B) = f(A)+ f(B|A); (P8) recursivity: f(p1, p2,..., Pn) = f(P1+D2, D3, .., PN)+(P1+D2) f (P1/(p1+p2),
p2/(p1+p2)); and (P9) sum-property: f(p1,...,DPN) = foﬂ g(ppn) for some function g.

Shannon entropy is the only uncertainty measure to satisfy all axioms (P1-9) listed by Csiszar; but in fact various proper
subsets of these axioms are sufficient to characterize Shannon entropy fully. In particular, Shannon himself showed that
continuity, strong additivity, and the property that the uncertainty of a uniform distribution should not decrease as the
number of elements in the distribution increases, are sufficient to determine entropy up to a constant factor [2]. Khinchin
proved a similar result using strong additivity, expansibility, and the property that the maximum uncertainty should be
realized in a uniform distribution [7].

Rényi explored ways to relax the axiomatization of Shannon entropy to derive more general uncertainty measures [8]. He
showed that Shannon entropy could be characterized by five postulates: (R1) symmetry; (R2) continuity; (R3) f(1/2,1/2) =1;
(R4) additivity; and (R5) the entropy of the union of two subdistributions is the arithmetic weighted average of each
individual subdistribution. By replacing the weighted average in postulate (R5) with the (more relaxed) exponential
mean, Rényi uniquely determined the family of Rényi entropies for full probability distributions Hy(p1, p2,..., Pn) =
1/(1—oz)log2(z,r(l:1 pﬁ‘), where O<a <oo, with a#1, is a parameter. In the limit of o tending to 1, H, coincides with Shannon
entropy, and in the limit of « tending to infinity, H, is min-entropy (i.e. the negated log of Bayes vulnerability).

Following Denning’s seminal work [29], Shannon entropy has been widely used in the field of quantitative information
flow for the leakage of confidential information [1] [30] [31] [32] [33] [34] [35]. But as the field of quantitative information
flow continued to evolve, new measures of uncertainty and of information were proposed. Contrary to Rényi’s motivation,
however, most measures were not derived from mathematical principles, but instead were motivated by specific operational
scenarios. That was the case for guessing entropy, Bayes vulnerability, and g-vulnerability, for instance. Although many
“healthiness properties” have been proved after the fact for these measures (e.g. non-negativity, non-decrease of uncertainty
by post-processing, etc.), there has not always been a derivation of such measures from basic principles, or attempts to
verify whether they can be unified in a more general framework.

Naturally, since measures other than Shannon entropy cannot satisfy all postulates (P1-9), the axioms for vulnerability
considered in this paper differ from those listed by Csiszar. Some differences are unimportant: they are just adaptations of
axioms of uncertainty to axioms of vulnerability (e.g. conditioning of random variables reduces uncertainty, but increases
vulnerability, so some inequalities must be reversed).

Other differences are more fundamental, however, as they reflect our departure from Shannon’s indifference to the
meaning of different secret values. The axiom of symmetry (P3), for instance, assumes that all secret values are equally
informative—and in many scenarios that is false. For instance, not everyone’s bank account is as worth breaking in to as
everyone else’s, and so evidently a permutation on the probabilities of every particular account being broken into does not
amount to the same vulnerability. The axioms of additivity (P5), subadditivity (P6) and strong additivity (P7) assume that
the uncertainty of a pair of joint random variables is a function only of the correlation of the random variables, which
is also not a valid assumption in many security scenarios: the information of the combination of two secrets may exceed
the information content of each secret separately: for instance, the benefit of knowing someone’s PIN and bank-account
number at the same time greatly surpasses the sum of the benefits of knowing each one on its own. Recursivity (P8)
and the sum-property (P9) assume that the probability of each secret value contributes on equal terms to the overall
uncertainty of the probability distribution, which also is a false assumption for many relevant measures. Bayes vulnerability,
for instance, satisfies neither recursivity nor the sum-property, as the information of a probability distribution is a function
of the maximum probability only.

8.2. Relation with Kifer and Lin’s work

Kifer and Lin’s work is the one most closely related to ours. In a series of papers [36-38,9], these authors proposed
an axiomatic characterization of “good” properties that sanitization mechanisms should provide, focusing in particular on
privacy and utility measures. They considered utility as information preservation, which captures how “faithful” the output of
the mechanism is to its input,!! and as such is closely related to our notion of vulnerability. This notion derives from the
more general concept of utility used in decision theory. Kifer and Lin argued that utility has not been studied systematically
in the context of privacy, and that some proposals have led to inconsistencies and paradoxes.

In the following we summarize the connection between our paper and their work. We start by briefly recalling their
basic concepts and notation. A sanitization mechanism M is a randomized algorithm from inputs to outputs,'”> whose
behavior is described by conditional probabilities P, (0]i) of observing output o when input is i. Such privacy mechanisms
correspond exactly to our channels. Given two mechanisms M7 and M; and p € [0, 1], M1®,M; denotes the mechanism
that, on input D, returns M (D) with probability p and M;(D) with probability 1—p, and also reveals whether the output
was created using My or M.

' This is in contrast with utility as usability, which expresses how easily the output can be used. An example of the difference is provided by an
encryption mechanism, which perfectly preserves information, but whose output is not usable except by users who know the decryption key.

12 In Kifer and Lin's work, the inputs of a mechanism are assumed to be datasets, and denoted by D. However, the discussion of this section applies to
inputs and outputs of any kind.
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A measure of information preservation is a function p mapping a mechanism M to a real value. Lin and Kifer [9]
describe five axioms that such measures should satisfy:

(1) Sufficiency: (M) > u(AoM) for any randomized algorithm .A. Here o represents functional composition.

(2) Continuity: p is continuous in the components of M (viewed as a matrix).

(3) Branching: Given a mechanism M with output space {01, ...0,} there is a function G such that u(M) = G(Paq(01]-),
P pq(02])+m (M), where M’ is obtained from M by adding together the columns Pa4(01]-), PAq(02]-) and leaving
the others unchanged.

(4) Quasi-convexity: (M ®pMp)<max(u(My), u(My)).

(5) Quasi-concavity: w(Mi1®pM>2)=>min(u(Myi), w(Mp)).

Lin and Kifer analyzed in [9] many popular measures of utility from the literature of privacy, and showed that almost all of
them fail to satisfy the above axioms. One exception is the notion of g-vulnerability, as we will see in a moment.

By observing that our notion of vulnerability is essentially the utility of the adversary, we can make several connections
between Kifer and Lin’s principles and our own. First, their sufficiency axiom is clearly related to our data-processing
inequality (DPI), since .4oM represents the post-processing of M by .A. Furthermore, they showed in [9] that Axioms
(1)=(3) characterize a measure based on posterior g-vulnerability. More formally'>:

Theorem 28 (Lin and Kifer [9], Theorem 6.2). It is the case that:

(a) VgV A satisfying (1)-(5): VM \Zg[rw M]=pu(M), and
(b) Y satisfying (1)-(3) 3w 3g: YM V[ M] = p(M).

From previous sections, we know that any function satisfying continuity (CNTY),'# convexity (CVX), and averaging (AVG)
corresponds to a posterior g-vulnerability for some g. Together with the above result, this suggests a strong relation between
information preservation and the notion of average-based posterior vulnerability explored in this paper.

However, there are important differences. First of all, the type of w and that of posterior vulnerability are different:
posterior vulnerability applies to a hyper-distribution, typically derived from a channel M and a prior m. On the other
hand, © applies only to a channel M. This means that the prior 7 is implicitly encoded into p, and that the utility w(M) is
the utility of M under the fixed prior 7. A second (related) difference is that, while we can express the prior vulnerability
as a particular case of posterior vulnerability, this is not the case for . In fact, we can express the utility of the distribution
7 associated to p as w(0), but we cannot express the utility of a generic distribution via the same p. Indeed, because of
Axiom (1), for any M, (M) has an utility greater than or equal to that of 1(0), thus it cannot represent the utility of
any 7/ that has less utility than 7r. As a consequence, it seems that the relation between prior and posterior measures,
which is a major contribution of our paper, cannot be expressed in Kifer and Lin's framework. At least, not by using w
alone: one would need to introduce and axiomatize a new function. In particular, the averaging axiom (AVG) cannot be
formulated by using v alone. Similarly, the maximum (MAX) and the bounds (BNDS) axioms cannot be formulated, despite
the resemblance of the latter with the axioms (4) and (5) above.

In summary, a main novelty with respect to the work of Kifer and Lin is that we investigate the relation between
prior and posterior vulnerabilities. Another novel contribution is the study of the relationships between alternative sets of
axioms. In general, indeed, our focus is different from that of Kifer and Lin: they focused on finding a collection of axioms
for analyzing utility specifically, and used them to review the current practices in the field of privacy. In contrast, our
main motivation is to establish the scientific principles which can help in the development or adaptation of new measures
in response to novel situations. Thus, we explored different sets of possible axioms, thereby clarifying the implications
between the principles themselves.

8.3. Relation with Boreale and Pampaloni’s work

In [17,18], Boreale and Pampaloni have conducted one of the first studies of adaptive adversaries in the context of
quantitative information flow. They did not consider explicitly an axiomatic framework, but, in order for their results to be
as general as possible, they adopted a generic notion of entropy, specified by a few properties which turn out to be our
axioms of concavity, continuity, and averaging. Furthermore, in [18] they pointed out a known theorem in decision theory,
which states that a function H : DX — R™, satisfies concavity and continuity iff it is of the form H(w) =}, mxS(x, ),
where S: X x DX — R, is any function which satisfies the condition that ), 7,S(x, 7) is minimal when 7’ = 7. Such
function S, called Proper Scoring Rule in decision theory, is similar to the (converse of) gain functions used in g-vulnerability,

13 Theorem 28 was actually formulated for the converse functions: the information loss and the expected error of a Bayesian decision maker, which are
converse of the information preservation and of the posterior g-vulnerability, respectively.
14 Note that (CNTY) and (2) refer to different type of arguments.
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and therefore the above definition is related to that of prior g-entropy. Thus this result is similar to that of the completeness
of g-vulnerability with respect to our axiomatization of the prior vulnerability (Theorem 9).

9. Conclusion

We have presented axioms that might be satisfied by intuitively reasonable measures of the prior- and posterior vul-
nerability of a secret as it is being processed by a system; this allowed us to derive properties of leakage. Our first main
contribution was (1) the equivalence of the axioms of convexity, monotonicity (i.e. non-negativity of leakage), and data-
processing inequality (DPI) when posterior vulnerability is defined as the average vulnerability of the posteriors, and (2) the
equivalence of quasi-convexity, monotonicity and DPI when posterior vulnerability is defined as the worst-case vulnerability
of posterior distributions. A deep implication of these results is that convexity (and quasi-convexity) of information mea-
sures do not need to be taken as fundamental properties, but are derivable from more intuitive principles, such as averaging
(or worst-case analysis) and DPL

The second main contribution was the demonstration of the soundness and completeness of g-vulnerabilities with re-
spect to the axioms of convexity and continuity. Moreover, because of the equivalences we established, it follows that
g-vulnerability exactly captures all average-based information measures that respect DPI or monotonicity.

We now want to further investigate the full family of vulnerabilities under quasi-convexity and continuity, characterizing
all worst-case based vulnerabilities that respect DPI or monotonicity.
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Appendix A. Elementary examples supporting Section 7

Recall that we take our base space to be X, distributions on that to be DX, and hypers to be D?X. Typical elements of
DX are lower-case Greek letters, possibly superscripted. Thus my is the probability 7 assigns to x and 71,} is the probability
! assigns to x and A2, is the probability that hyper A%:D*X assigns to distribution §:D.X. In A, usually 8 will be in the
support [A7] of A; if not, then of course the assigned probability is zero.

We (continue to) write the point, or “singleton” distribution on x as [x], so that [x]y =1 IF x = x’ ELSE 0—it is the same
as nx if we are using a monad. A “doubleton” distribution say 6=x1,®x; is such that §y,=p and 8x,=1—p. The p-weighted
sum of two values is defined x1 p+ X2 = px1+(1—p)xz, thus not the same thing as x; ,@ x»: for example if X were the
reals R, then x; p+x; would also be a real, but x; ,® x> would be a (doubleton) distribution in DR. Indeed we have
X1 p® x2 = [x1] p+ [x2]. In both cases the p-factor applies on the left.

In this section we use p more generally than multiply of a monad, as introduced in Section 7 above: here u will as
well simply average any distribution taken over a vector space. Thus in particular we have /L(51p®82) =41 pt+ 82 because
8! ;@ 82, a hyper with just two inners, is in DX =D(DX) and DX is a vector space.

We return first return to the higher-order formulation V= oDV of AVG. With a doubleton hyper for illustration, say
A=n'l,@m? that gives

@A (uoDV)A “apply AVG to A”
= V(n pO7?) = (/Lo]D)V)(JT er?) “A=n'pem?”
iff V(n 697'[2) = (]D)V(JT pearrz)) “composition”
iff V(n 697'(2) = M(VT( pGaVnz) “definition functor D"
iff V(T[ pﬂanz) =Vn! +V7T “property of "

showing that ¥ indeed takes the weighted sum of V applied to the (two, in this case) posteriors in A. As an illustration of
more general reasoning, we give the proof promised in Section 7, i.e., that applies even when the weighted average is not
necessarily over just two hypers. Note that the resulting proof is less cluttered than the one immediately above, and also
less so than a conventional presentation would be with summations and subscripts. We have

Vou
= noDVopu “assumption AVG”
= o oDV “i is natural transformation D?—D”
= woDu oDV “monad coherence condition on p”
= Mno ]D)S\M o DV) “D functor”

= noDV | “assumption AVG”



M.S. Alvim et al. / Theoretical Computer Science 777 (2019) 32-54 53

which overall equality says intuitively that applying ¥ to the weighted sum of some hypers, i.e. %A/(/Lé), is the same as
applying V to the hypers separately and then taking the weighted sum of the results, i.e., u(DVA) (1)

The higher-order NI captures its traditional definition via V[n]_V(nn) (Von)n V. Here is how the higher-order
version of NI follows from AVG and the monad laws, as we claimed in Section 7:

Yon
= nobDVon “assumption AVG”
= nonoV “n is natural transformation 1—-D”
= V. “monad coherence condition pon=1"

Applying that to arbitrary  gives §/(nn) =Vrm.
For CvX again we use a doubleton hyper A = Jrlpeanz as an example, so that the traditional formulation of CVX is
found in the middle of the following string of equalities:

(Vo)A
= (Vou)(nlpeaﬂz) “definition A”
= V(M(n1p$n2)) “composition”
= V(rﬂp—{—nz) “property of "
< V! pt+ N2 “traditional formulation of CVX”
= n(Vml »® Vr2) “property of "
= /,L(]D)V(T[] p® 2)) “definition functor D”
= (;l,o]D)V)(n1 p® 72'2) “composition”

(LoDV)A “definition A again”

showing how CvX for this particular A agrees with the higher-order formulation Vou < oDV at (3) in Section 7.

Now we return to the formulation of the partial order = on hypers in terms of the surprising “hyper-hyper” A in D3X.
As we did above (at T), we will assist the intuition by taking a simple case A = Al peaAz, thus a doubleton hyper-hyper over
two hypers Al with probability p and A2 with probability 1—p. We show that the higher-order definition of = implies
the V-based definition, in this case, provided we assume CVX. (The reverse direction is harder, related to the Coriaceous
Conjecture described in [5] and proved in [6,12].)

We start by setting AT=uA and A~=(Du)A, as in the higher-order formulation of = from which we would expect to
be able to prove that vat+ > VA~. Then we have

VAt
= V(pa) “definition AT
= V(,u(Al B®A?)) “definition A”
= V(Alp—i-Az) “property of "
= VAl pt+ Va2 “linearity of ¥, implied by AvVG”
= (oDV) AT pt+ (LoDV)A2 “assume AVG”
> (Vo) Al pt+ (Vo) A2 “assume CVX”
= (VoA p@ (Vou)A?) “property j1”
= wDVou) (Al @ A?)) “functor D"
= (noDVoDup)A “composition; functor D; definition A”
= \A/(D/Lé) “assume AVG; composition”
= va-. “definition A™"

As in the earlier examples, once one is familiar with the general monadic operators, one gains access to a presentation
of essentially the same proof but in a shorter, less cluttered (with no super- or subscripts), more algebraic style. More
significantly, however, is that these operators have general monadic formulations that accommodate infinite state-spaces
and proper measures. The algebraic proof applies as-is, unchanged. Thus for general A, is in effect a soundness proof for T,
that it can only decrease vulnerability (given CVX and AVG); and because of the great generality of the monad framework
[21] it applies even for infinite state spaces X and measures. It is

Vou
= "o DV “linearity of v, proved earlier at {”
> nolDVopu) “AVG and CVX; see i below”
= noDVoDu “D functor”
= Vo D . “AVG with “the other u””

The longer proof just above is recovered by applying each line to A = A]peaAz.
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The “see below” appeals to the elementary general fact that if two functions f, f’: S—R satisfy f(s)>f'(s) for all s:S,
then also (oD f)(8) > (uoDf’)(8) for all § in DS, in words that if two random variables over the same distribution satisfy
> everywhere, then so do their expected values. Above we used f=V and f'=Vou and S=D?X, appealing to AVG and
cvX for the inequality. ()
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