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Software-Enforced Isolation

The Key to Cyber-Secure Cars

Gernot Heiser | gernot.heiser@data6l.csiro.au | @GernotHeiser
Trustworthy Systems | Data61

September 2017

https://trustworthy.systems




Car Hacking — What’s Behind? 0w | @y

Networking for: No security
e Entertainment whatsoever
e Connected car on CAN bus!

« Safety (tire pressure...)
ea 4 Sensor

 Maintenance (OTA upgrades)
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Challenge of Networking | @

Yol BlueBorne

anll




cge. ® d
Software Vulnerabilities | | Dy
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—
System Complexity

Complexity Drivers
* Features/functionality

* Legacy reuse

A
.*E' Software-engineering rule of thumb:
§ e 1-5 bugs per 1,000 lines of quality code
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Linux “Security” | ey

RISK ASSESSMENT —

Unsafe at any clock speed:
Linux kernel security needs a

rethink Software will break

Ars reports from the Linux Security Summit—and finds much work
that needs to he done

wrorewo - The enemy will be on the platform!




OK, So Let’s Patch Regularly (o | P
N~

10M LOC
10k bugs

10M LOC
10k bugs
1 known vulnerability

10M LOC

10k-1 bugs
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So, Let’s Use Firewalls! o | @y
<

* Imposes overhead (SWaP)

* Even more code —
may increase attack surface

* No help for valid messages
that trigger bugs in software

* Firewall runs on vulnerable OS Sensor
IllIII
Engine
B ) Control
Firewalls treat etc
Infotainment L]

etc
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Let’s Use Al to Detect Compromise! o | @y

* Can only detect that system is already compromised

* Even more code —
may increase attack surface

* Runs on compromised OS!

Engine
Control
etc

ﬁ
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Fundamental Security Requirement: Isolation ﬁm | %
b1
N

Strong

Isolation

Sensitive/
critical/
trusted

Processor

Uncritical/
untrusted

Enforced by
trustworthy
separation

kernel -
Communication

subject to global
security policy
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Trustworthiness: Can We Rely on @m | %
NS

Isolation?
A system is trustworthy if and only if:
it behaves exactly as it is specified,
* In a timely manner, and
« while ensuring secure execution

Claim:

A system must be considered untrustworthy unless
proved otherwise!

Corollary [with apologies to Dijkstra]:

Testing, code inspection, etc. can only show
lack of trustworthiness!
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03214 Provably Secure Operating System @m | %
N~

4 A
~10,000 lines of C and ASM code 4 World'’s fastest (5—10X faster) A
operating system designed for
ity and safety
Small attack surface S securl
’ mall,
. Amenable to full verification )<
- ~N fast, »|_ Suitable for real-world deployment |
Non-kernel code can only access -
resources and communication |e—— capability-based, " Code that runs in privileged mode of |
channels if explicitly authorised . the hardware
with a per-object access token operating system kernel =»
(capability) —
L Most critical part )
: (@ T
Kernel can confine damage -
from attacks in unprivileged code = Unprivileged mode
. _/ g
o
\O A A J
€ )
% [ access control ]
Privileged mode
AR IPC ]CThreads])

= hardware

| — T
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@ ::l4 Proving Trustworthiness of sel4 @\m D
N 7~

SORRESHE Integrity Availability

tiality

Provably impossible:
* buffer overflows

* null-pointer Abstract

dereference Model " : |
* code injection ode unctiona
correctness

*  memory leaks
« kernel crash [SOSP’09]

 undefined behaviour

Ay s
PRI /Exclusions (at present): \

Translation .
mentation R

correctness * |nitialisation

[PLDI’13]

Isolation properties
[ITP’11, S&P’13]

* Privileged state & caches

Worst-case * Multicore

execution time
[RTSS’11, RTAS’16]

Binary code \°Covert timing channels /
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@24 How Does sel4 Compare?

“World’s most verified kernel”

-
| 6
N -

“Software you can depend on, data access you can trust”

Feature selL4 Others (RTOSes, hypervisors,
separation kernels)

Performance Fast 5-10X slower

Functional Guaranteed (Proved) | No Guarantee

Correctness

Isolation Guaranteed (Proved) | No Guarantee

Worst-case latency
bounds

Sound and Complete

Estimates only

Storage Side Channel
Freedom

Guaranteed (Proved)

No Guarantee

Timing Channel
Prevention

Low overhead

None or High Overhead

Mixed Criticality
Support

Fully supported, High
Utilisation

Limited, resource-wastive
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Osr.l.4 Security by Architecture @\m D
N~

Cyber-retrofit!

Virtual
machine

Incremental
process: migrate
in pieces

for legacy

/UncriticaI/
untrusted

Apps

J

Critical Device NW I
control driver stack

| @l
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@ ::14 Enforcing the Architecture @\m D
N 7~

. _{Radio ] Data ] —

Driver Link
\ Uncritical/u

Architecture

Crvi}_,m"‘a‘“e___ specification

CAN
(S LA
Low-level access rights %
=
i S lue.c
CNode

[CONTEXT [ [, ]

Compiler/
Linker

v
binary J

init.c
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Real-World Use: DARPA HACMS -
N~

Retrofit
existing
system!

& =

Develop B e
TARDEC GVR-Bot

SMACCMcopter technology

Research Vehicle
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Thank you

Security is no excuse for poor performance!

Gernot Heiser | gernot.heiser@data6l.csiro.au | @GernotHeiser
APril 2017

http://seld.systems M @




