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selL4: The world’s only
operating-system kernel with
provable security enforcement
~

4 selL4: The world’s “
only protected-mode OS
with complete, sound
K timeliness analysis )

sel4: The world’s

fastest microkernel
Y,
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@ ::l4 20+ Years of L4 Microkernel R&D ﬁm D

selL4: The latest (and most advanced)
member of the L4 microkernel family

APl Inheritance L4-embed.

—

Code Inheritance

OKL4-pKernel ]
®

L4/MIPS OKL4-Micro..sor

L4/Alpha

“X” Hazelnut Pistachio

Fiasco Fiasco.OC

GMD/IBM/Karlsruhe
UNSW/NICTA
P4 -> PikeOS

Other (commercial)

>
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L4 IPC Performance over 20 Years ﬁm | %

Original 1993 i486 250 5.00
Original 1997 Pentium 160 121 0.75
L4/MIPS 1997 R4700 100 86 10.86
L4/Alpha 1997 21064 433 45 *0.10
Hazelnut 2002 Pentium 4 1,400 2,000 1.38
Pistachio 2005 Itanium 1,500 36 .02
OKL4 2007  XScale 255 400 151 .64
NOVA 2010 i7 Bloomfield (32-bit) 2,660 288 |0.11
sel4 2017 i7 Skylake (32-bit) 3,400 203 [0.06
selL4 2017 17 Skylake (64-bit) 3,400 138 [ 0.04

selL4 2017 Cortex A53 1,200 225/ 0.19
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Security and Safety

Safety e

Availability

P S

Timeliness

o Confidentiality
Integrity
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@14 Proof of Security and Safety ﬁm D

Confiden-
tiality

Translation
correctness
[PLDI’13]

Worst-case
execution time
[RTSS’11, RTAS’16]
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Integrity

Abstract
Model

C Imple-
mentation

Binary code

Availability

Isolation properties

[ITP’11, S&P’13]

Functional
correctness
[SOSP’09]

/Exclusions (at present):

* |nitialisation

N

* Some privileged state & caches

* x64 incomplete

* Multicore

e Covert timing channels




a.q-.l.4 Capability-Based Access Control @m | &
N~

Eg. thread,
| address space

Access rights

Eg. read,
write, send,
execute...
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What'’s Different to Other Microkernels? [ oam
L

. . .
Design for isolation: No

memory allocation by

kernel - acolrce
N /

AS ong isolatio

RM
1+D

Addr Addr Addr
Space Space Space

Resources fully
delegated, allows 5
autonomous
operation RM RM
I+D 1+D

GRM
1+D |+D

RAM

“Untyped” (unallocated) memory
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selL4 Isolation Goes Deep o | @y
N~

~

High 3 ) /Low ? )

Kernel data
partitioned like
user data
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O.«.e.|.4 Security by Architecture ﬁm D

Virtual
machine

Incremental
process: migrate
in pieces

for legacy

/UncriticaI/

untrusted

]

Critical/  Critical/ |
trusted trusted
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@ ::'4 Example: Communicating [ | Gy
bl
Processes ~7

Thread-Object 5 CSpace Eejperes Thread-Object,
CNode,,, CNodeg,

CNodeA2

CONTEXT [,["]

=
— |
[
X
L
=
Z
o

Communication
endpoint (port)
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@24 Component Middleware: CAmMKES ﬁm D

CompA:A g CompB:B g

RPC

(connector)

haredD |

Gomponent

‘ AsynchEvent |
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059.14 Example: Simplified HACMS UAV ﬁm | ®

Radio Data

-------- {Driver } [Link } / \
Uncritical/unt
contained | VA Loooooo__

(Crypto
-

“Der e
"""" : Linux

Driver \ /

== ]

15 | JASON, June'l7



@214 Automating the Abstraction o | @y

CAmKES: Architecture spec /I.imitations (at present):\

n_@_n * Glue code verification
on subset of connectors

* Initialisation verified
\on model-level only /
capDL: Authority spec
A B
-g‘gje:g CSpace glue.C ??
CNode
- | E

Compiler/
Linker

l

binary J

CONTEXT

init.c
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