
https://trustworthy.systems

No Safety without Security,
No Security without Trustworthy OS
Gernot Heiser | gernot.heiser@data61.csiro.au | @GernotHeiser
Trustworthy Systems | Data61 & UNSW Sydney



Autonomous Car Safety
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Car Security (and Implications)

QDIAP, Qindao, August'18                          © Gernot Heiser 20183 |



Cybersecurity: 1st Class Safety Issue
Fundamental rules of cyber space:
1. The internet is a hostile environment
2. Anything that is internet-connected can be attacked
3. Anything that can be attacked will be attacked

Examples:
• Cars, especially autonomous
• Trains
• Aircraft
• Robots
• Smart City infrastructure
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Why Are Systems 
So Vulnerable?
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Failure Reason #1: Complexity

Complexity Drivers
• Features/functionality
• Legacy reuse
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Software-engineering rule of thumb:
• 1–5 bugs per 1,000 lines of quality code

Bluetooth protocol stack:
Multiple 100,000 lines
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Linux/Windows OS:
Tens of millions lines
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Failure Reason #2: Care Factor
Developer priorities
1. Features/functionality
2. Cost
3. Time to market
4. …
5. ...
6. ...
7. ...
....  ...
....  ...
999.Security

Developer expertise
1. Undergraduate programming
2. Application domain
3. Maybe hardware
4. …
5. ...
6. ...
7. ...
....  ...
....  ...
999.Security
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Failure Reason #3: Security ≠ Safety
Classic safety thinking (eg automotive, electrical):
• Failures are random
• Failure rates can be kept very low through systematic process
• Multiple failures are independent

Software security weaknesses:
• Failure is deterministic
• Failure rates are high
• Attackers systematically combine multiple vulnerabilities
⇒ Classical safety approaches do not work against cyber attacks!
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No safety without 
cyber security!
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Standard IT “Security” Approaches Fail
• Identify and fix vulnerabilities, aka Patch-and-pray:
ØReactive, can only deal with attacks after they happened

• Firewalls:
ØRun on potentially compromised operating system
ØCannot protect against compromised traffic from authorised source

• Machine-learning based intrusion detection
ØReactive, assumes system is already compromised
ØRuns on potentially compromised operating system
ØAdmission of defeat
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What Is Needed?
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Core Security Requirement: Isolation
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Trustworthiness
requires proof!



We Have Proof!
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Exclusions (all in progress):
• Initialisation
• Privileged state & caches
• Multicore
• Temporal isolation

Provably impossible:
• buffer overflows
• null-pointer dereference
• code injection
• memory leaks
• kernel crash
• undefined behaviour
• privilege escalation
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Military-Grade Security
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Summary
• Autonomous cyber-physical systems are highly vulnerable
• Classical defences don’t work (even less so than in enterprise IT)
• Real security can only be achieved by
• Security-oriented system architecture
• Rock-solid operating-system foundation
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Good news: A real solution exists!
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