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Functional correctness: 
C code only behaves 

as specified

Model enforces 
isolation properties

Translation validation:
Binary retains

C-code semantics Limitations (work in progress):
• Kernel initialisation not yet verified
• MMU & caches modelled abstractly
• Timing channels not ruled outSound worst-case 

execution time bound

seL4: Base for Trustworthy Systems
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Real-World Use:
Incremental
Cyber
Retrofit



DARPA HACMS
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ULB Architecture
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Incremental Cyber Retrofit
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ULB Incremental Cyber Retrofit
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Incremental Cyber Retrofit
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Core Security Mechanism: Capability
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Any system call is invoking a capability:
err = method( cap, args );

Obj reference

Access rights

Capability = Access Token:
Prima-facie evidence of privilege

Eg. read, 
write, send, 
execute…

Capabilities provide:
• Fine-grained access 

control
• Reasoning about 

information flow

Eg. thread, 
address 
spaceObject



Controlled Communication via Caps
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Issue: Capabilities are Low-Level
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Simple But Non-Trivial System
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Component Middleware: CAmkES
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HACMS UAV Architecture
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Enforcing the Architecture 
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Architecture Analysis
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High Assurance
Beyond the 
Kernel



Microkernel ≪ TCB
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Microkernel ≪ TCB
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Verification Cost
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Life-Cycle Cost in Context
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Beyond the Kernel
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Cogent: Code & Proof Co-Generation
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• Restricted, purely functional 
systems language

• Type- and memory safe, not 
managed

• Turing incomplete
• File system case-studies: 

BilbyFs, ext2, F2FS, VFAT

[O’Connor et al, ICFP’16; 
Amani et al, ASPLOS’16]
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Dependable And Affordable?
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Fully 
automated

Work in progress:
• Language expressiveness
• Reduce boiler-plate code
• Use for network stacks 
• Use for device drivers

Dependability-cost tradeoff:
• Reduced faults through safe language
• Property-based testing (QuickCheck)
• Model checking
• Full functional correctness proof
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CakeML: Synthesising Code & Proofs
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• Impure, general-purpose 
functional language

• Type-safe, managed, garbage-
collected, not memory-safe, 
Turing complete

• Verified run-time (GC etc)
• Compiles to binary for Armv6/8, 

x86, MIPS62, RISC-V
• Competitive performance

[Tan et al., ICFP’16]
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What Is Needed for Scaling Up

• More formal-methods experts

• Verified hardware and linking this to the operating system

• A Babel fish for formal methods
• must overcome the composability problem (eg Cog–Isabelle)

• Better proof engineering tools and infrastructure, & more sharing!
• seL4 alone now has ≈1M lines of proofs that need maintaining for evolving system

• Problem becomes worse when dealing with whole system
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Thank You!
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