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Core Problem: Complexity

Software-engineering rule of thumb:

B*A * 1-5bugs per 1,000 lines of quality code
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Standard Approach: Patch-and-Pray O =
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We Need To Do Better!

We need principled solutions based on solid foundations!

VVVVVV
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Mathematically Proved Secure

Confidentiality Availability

Security
Enforcement

Comprehensive formal verification
Only verified OS with fine-grained
protection (capabilities)

Only protected-mode RTOS with

sound and compete WCET analysis A&fgift Arm-32/64

World's fastest microkernel . x86
Functional RISC-V
Correctness
Open Source! C Imple-
mentation
Present limitations Translation
e initialisation code not verified Correctness AF\QrIrgCB\Z/

. MMQ, caches model!gd abstractly
« Multicore not yet verified
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Capabilities: Fine-Grained Protection

« Enforce least privilege

o : : Virtual
No c.o.mmunlcat.lon unless Nkl
explicitly authorised!

Linux App
Native Native
Trusted Untrusted

Ghane

Virtual
Machine

. No capabilities?
You're not serious
about security!

Channel

Channel

Hardware
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The Benchmark for Performance

Round-trip cross-address-space IPC on 64-bit Intel Skylake

Smaller
's better Latency (cycles) 986 2717 8157
Mandatory HW cost” (cycles) 790 790 790
World's fastest Overhead absolute (cycles) 196 1972 7367
Overhead relative 25% 240% 930%

microkernel!

*: The Cost of SYCALL +2 X SWAPGS + SYSRET = 395 cycles, times 2 for round-trip
Source:
Zeyu Mi, Dingji Li, Zihan Yang, Xinran Wang, Haibo Chen: “SkyBridge: Fast and Secure Inter-Process Communication for

Microkernels”, EuroSys, April 2019
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Used in Real-World Systems

Autonomous vehicles

Critical
infrastructure
protection

Secure communication device
In use in multiple defense forces
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*"World’s Most Secure Drone”

< Tweet

DARPA DARPA &
@DARPA

We brought a hackable quadcopter with defenses built

on our HACMS program to @defcon ,
#AerospaceVillage. As program manager DEFCON22
@raymondrichards reports, many attempts to
breakthrough were made but none were successful.
Formal methods FTW!
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Why Aren't We Done Yet?
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selL4 Timeline

 July’09: Proof of implementation correctness (Armv7)

* Aug'11: Proof of integrity enforcement

* Nov'11: Sound worst-case execution-time analysis
« May’13:  Proof of confidentiality enforcement

e Jun’13: Proof of compilation correctness

« Jul'14: selL4 open-sourced (GPL)

« 2012-17: DARPA HACMS: selL4 in real-world systems
« 2018: x86 verification

« Jun’20: RISC-V verification

* Mar’24: AArch64 verification

« Oct’24. Commercial car
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@sela A Microkernel

Microkernel:

» OS code that must execute in privileged mode

« Everything else belongs in user mode servers

» Servers are subject to the microkernel’s
security enforcement!
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A Slide from Feb’15

OS Trade-Offs @

>

N

m “With seL4 we have

Usability

reached new
heights of security
seLd and unusability”
Performance>
Android
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selL4 Experience of the First 10+ Years

selL4’s assurance and power is unrivalled, but:

« good design of selL4-based systems
requires deep expertise

» a secure microkernel doesn’t guarantee a
secure system

selL4 needs an OS that:
provides “usual” OS services

IS easy to use
is performant
is secure
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Enter LionsOS

Stop The Train Wrecks!
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Lions OS: Secure, Fast, Adaptable

Aim 1: Practical, easy-to-use, open-source OS for wide
range of embedded/loT/cyberphysical use cases

Aim 2: Best-performing
microkernel-based OS ever

Aim 3: Provably secure OS

16 DSN Keynote: LionsOS — June'24 © 2024 Gernot Heiser — CC BY 4.0 UNSW

VVVVVV
)



First Step: The selL4 Microkit

Microkit Benefit:
* easytouse
= « efficient

Implications:
« Only static architectures,

i.e. all components known

at build time f
« Matches embedded/ Osr.|,4 |

cyberphysical systems!
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Microkit Abstractions (Yes, that's it!)

Simple, Protection Protection
single-threaded Domain 1 Domain 2

event-driven

notified(...) notified(...)
protected(...)

* Minimal abstractions
* Thin wrapper of seL4
» Encourage “correct”

use of selL4 primitives
Open Source!
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LionsOS: Modular System on Microkit

LionsOS
Video Ethernet File System
NIC
UL oo | I |
Microkit

vvvvvv
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LionsOS Design Principle: KISS

Keep it simple, stupid!

« Strong separation of concerns

« Simplest implementation possible
« Least privilege

Implications:

« Use-case-specific instead
of “universal” policies

» Use-case diversity by
swapping policy modules!
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Example: Networking Subsystem OT=

Client can Copier for security
be a VM (if needed) Strict separation

Tx Virt encapsulates of concerns!
traffic-shaping policy

NIC

Virtualiser shares device, Translates HW-specific
IP stack is library - incl address mapping, device interface to HW-

not in system’s TCB! cache maintanance independent device-
class interface
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Zero-copy Data Transfer O=

» Lock-free bounded queues

» Single producer, single consumer

« Similar to ring buffers used by NICs
« Synchronised by semaphores

“Tamed” concurrency!

Packets
to send

Driver

22 DSN Keynote: LionsOS — June'24
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Networking Detail

Zero-copy communication:

» Lock-free, single-producer, single-
consumer, bounded queues

« Synchronised by semaphores

NIC

-

Tx

Driver <—>—
<>

Rx
Client <P

IP Stack <>

Benefits:

« simple components

» location transparency
« suitable for verification

23 DSN Keynote: LionsOS — June'24 © 2024 Gernot Heiser — CC BY 4.0 UH&W



Legacy Re-use: Driver VMs

Can re-use unmodified Linux drivers:

« Transparently use driver VM instead of
native driver

» develop LionsOS components on Linux

TX Virt w

Rx Virt «”

24 DSN Keynote: LionsOS — June'24
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Linux

Driver
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Comparison to Linux on i.MX8M (Armv8)

Linux: Performance?
« NW driver:
» NW system to .1@

LionsOS:

« NW drive

MUX: 400 lines
Copier: 200 lines

IP stack: much simpler, clieptli
shared NW system total(< 2,000 lines

Written by second-
year student!
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Evaluation Setu P LionsOS: 14 context

switches per packet

Linux: 2 context 39 IXx
switches per packet < Copy Virt ¥
Driver
ARP
RX

Client Copy Virt

"'

NIC Driver

Load « External load generator

Generator

© 2024 Gernot Heiser —-CCBY 4.0  #s
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» Measures throughput, latency
« Client echoes packets

Load

Generator
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Performance: i.MX8M, 1Gb/s E/N, UDP

Achieved Throughput (Mb/s)

Linux Xput —%—  Linux CPU - -¥% - Lions Xput Lions CPU
1000 T T % ¥ e 100
/* ] . '
s00 | Small is good! ! | go LArgeisgooa
y S
T — K S
600 |- 7 NM— | 60 _.(:3,
(4y)
. 2
400 | % 440 5
d ’ D
. o
p O
200 | X -1 20
*l
0 33( | | | | 0
0 200 400 600 800 1000

Applied Load (Mb/s)

Single-core configuration
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Performance: i.MX8M, 1Gb/s E/N, UDP

Linux 2C Xput Linux 4C CPU - % - Lions MC Xput —*—

Linux 2C CPU Lions SC Xput Lions MC CPU - - -

Linux 4C Xput —¥— Lions SC CPU
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How About Verification?
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Verifying the Microkit; libmicrokit O

Automatic!
seL4spec 4 Microkit spec

SMT
solver

C code SIMPL [ Z GraphLan
| Coode o phiang

SimpleExport

from seL4 from sel4
verification : Control-
binary
verification flow graph
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Verifying the Microkit: System Initialisation (=g

Architecture sel 4
spec caps

Generate

Gene- Gene-
rate

Translation
Validation

Isabelle
ﬂ CapDL

Isabelle
SDF
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Microkit Verification in Context

SDF Spec
PD1

Conditions
apply

N \
N . \
CapDL spec N . \

PD>

PD;

Thread
Object CSpace

CNode

init file
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selL4 ASpec
I
I

 /
selL.4 MSpec + Microkit spec

libmicrokit

Compiler/
Linker

}

system image

© 2024 Gernot Heiser — CC BY 4.0

YYYYYY



Verifying LionsOS

* Microkit programming model: Very little time spent on
» simple event handlers debugging component logic

» strictly sequential code
Suitable for SMT solvers

* Fine-grained modula.rity.: | L
e concurrency by distribution, Protocol bugs are mostly proofs!
“tamed” concurrency performance problems

» complex signalling protocols

|deal for model checking!
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LionsOS Verification Exploration

« Network-layer protocols automatically proved deadlock-free
« eliminated multiple performance bugs
« verification supports aggressive optimisation!

« One component (copier) automatically verified with SMT solver
« functional correctness (subject to correctness of neightbours)
... but need to improve scalability

 confident can prove global properties S
 Exploring refinement proof of MSpec @ .
seL4WiSpec 4 Microkit spec
Challenge: ‘{ﬁ
« Scalability -many modules to verify T
» Proving global security properties! PHIREREE
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A Little Helper: Pancake
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Verifying Systems Code

Problem:
» C semantics is complex and ambiguous

« Verifying C code is expensive

How about Rust?
» Strong type safety helps avoiding bugs

But:
« No agreed language semantics Rust is no help in achieving
* Huge trusted computing base end-to-end verification!

« compiler

* runtime

 Interfacing to hardware needs “unsafe” escapes
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New Language

Pancake:

« Programmer-friendly
through C-like syntax

 Verification-friendly
through simple, well-
defined semantics

Verified compiler!
... leveraging CakeML
compiler stack

DSN Keynote: LionsOS — June'24

Pancake

Language

Pancake

Theorem
Prover

Compiler

for
ems Pr ogrammir

A Language
Verified Sys

CakeML passes

Languages Transformations

SkOML ) 2> Parse concrete syntax

-- Pancake passes -=~~_
\
\

L Flatlang

language

without

Pancake syntax high-fevel

Parse concrete features

syntax
Pancake AST

Flatten structs < P ——

ClosLang:
last language
CreplLang: with closures
imperative (REEL
closures)
language

without structs

Normalise program w )
<

Call optimisation <: ey
LoopLang: closures
Shrink cutsets and expressions
delete unused occur only on
assignments RHS of
assignment

Replace loops
\ with atcale. |  statements
\

~—

WordLang:
imperative
language with
machine words,
memory and
a GC primitive

StackLang:
imperative

stack and
optional GC

AVAVAVAVAVAVAVAVAVAVAVAVAV,

D ot types, ext s

Introduce globals vars,
eliminate modules, etc.

> Global dead code elim.
> Junpatter matches into
if-then-else decision trees

indexed local variables

> Fuse function calls
into multi-arg calls
Track closure values &
inline small funct.

> Introduce C-style fast
calls where possible

> Suich to de grun

&> Remove deadcode

> Annotate closure creations
> Perform closure conv.
2> Inline small functions

functional Fold constants /shrink
o s

> Selitoversized functions

> Sompile globalvare into 2
dynamically resized array

> optimise Let-expressions

Make some functions
tail-recursive

2> Switch to imperative style
> Reduce caller-saved vars

P

Combine adjacent
memory allocations

Remove data abstraction

Simplify program

Select target instructions
Perform SSA-like renaming
Force two-reg code (if req.)
Remove deadcode
Allocate register names
Concretise stack

Introduce (raw) calls past
function preambles

Implement GC primitive

Turn stack accesses into
memory acceses

Rename registers to match
arch registers/conventions

Flatten code
Delete no-ops (Tick, Skip)

Encode program as
concrete machine code

Y (AHMVB) (x86—64) (MIPS-64) (F!ISC-V) /

/

© 2024 Gernot Heiser — CC BY 4.0
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Pancake Status

« Usable language sufficient for implementing Ethernet driver
« Supports shared memory (incl memory-mapped I/O)
* no FF| escapes needed for accessing device hardware

* Verified compiler!
« Verification case study:. manual verification of Rx virtualisers
« Supports liveness reasoning (unlike traditional approaches)
« Approachable: done by an undergraduate intern
« 7:1 lines-of-proof:lines-of-code ratio — promising but not yet ideal

« Performance evaluation in progress
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Aim: Verified LionsOS

OS security/

checking

Microkit

selL4 Kernel

DSN Keynote: LionsOS — June'24

2?77

Pancake + ITP?
* Pancake + SMT?
C + SMT?

SMT

ITP

© 2024 Gernot Heiser — CC BY 4.0

YYYYYY



Summary: LionsOS
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What's In a Name?

* https://en.wikipedia.org/wiki/John_Lions

John Lions

Article Talk

From Wikipedia, the free encyclopedia

rize the key points.

“Aher 20 years, this is still the best expasiion of fhe workiogs of 3 MWMK!:)M 's lead section
ew of all important aspects

sider expanding

Lions' N
e. (February 20.

- —“* cember 1998)

John Lions

6th Edition

|
with Source Code

John Lions

~2honours from t
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LionsOS Release 0.1 (March'24)

 Native serial, Ethernet, 12C drivers

« Native NFS client, Python interpreter (MicroPython)

« Native components in Rust supported on selL4, Microkit in progress
 Native web server (in Python)

 Driver VMSs: graphics, touch screen, audio

Overview: https://trustworthy.systems/projects/LionsOS/
Docs: https://lionsos.org/

Source: https://github.com/au-ts/lionsg
License: 2-clause BSD Open Source!
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https://trustworthy.systems/projects/LionsOS/
https://lionsos.org/
https://github.com/au-ts/lionsos/
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Web Server Based on LionsOS O=

| . . |
; Application  [UEES ) I

Console Timer VFS

Micropython

Lions OS

Serial Ethernet B Ethernet
Rx-Virt Tx-Virt Rx-Virt

Serial Timer Ethernet
Driver Driver Driver

Serial
Tx-Virt

https.//beta.sel4.systems/
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https://beta.sel4.systems/

LionsOS Support
* NIO America Q N|O

« DARPA PROVERS program
collaborating with Collins Aerospace

Foundations (Microkit, device driver framework) supported by:

in association with S
National Cyber TN ) ingeyetion
Security Centre
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Security is no excuse
for bad performance!
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