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Rob Pike, 2000
4A Field in Decline
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"Who needs new operating systems, anyway?" you ask.
Maybe no one, but then that supports my thesis.

"But now there are lots of papers in file systems, performance,
security, web caching, etc.," you say. Yes, but is anyone
outside the research field paying attention?

Rob Pike: Systems 
Software Research 
is Irrelevant, 2000
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A Quarter Century Later
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Reviewing at Top-Tier Conferences
Reviewer writes
• “[OS] is built atop seL4 and seems 

to be formally verified (though I did 
not find how it was done).”

• “not compared with any other 
embedded OS kernels.”

• “approach well-known and 
implemented before, incl Mungi 
and L4Linux.”

Facts
• “for now we leave verification out 

of scope, but aim for a verification-
friendly design” [p 1]

• “We also compare to a commercial 
microkernel-based operating 
system, code-named CEOS.2” + 
Fig 4(d).

• Paper is about a highly modular 
OS, Mungi and L4Linux are the 
exact opposites: monolithic 
servers
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There’s Hope!
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OSes Are Largely Still Broken!
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We Have seL4!
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Why didn’t it solve 
the problem?
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The Assembly Language of OS
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seL4 is a pure microkernel:
• Small: 10 kLOC
• Only fundamental, policy-free mechanisms
• No application-oriented services/abstractions
• BYO file system, memory manager, device drivers

Good design on seL4 
requires deep (and 
rare) expertise

Need an seL4-based OS that is:
• well-designed
• easy to use
• verified
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Principled OS Design
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Radical simplicity:
• Fine-grained modularity,

strict separation of concerns
• Event-driven programming model

strictly sequential modules
• Static architecture
• Use-case-specific policies
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Radical simplicity:
• Fine-grained modularity,

strict separation of concerns

Helps development 
and correctness!

Use-case diversity by 
replacing components

Concurrency by 
distributing modules 
across coresMatches embedded 

space – little 
dynamic resource 
management
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Underneath https://sel4.systems/
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Web-server OS:
• 10 modules
• 3 libraries
• 3.5k SLOC 

trusted code

Microkernel/Hypervisor
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Take-Aways: Principled Design Works!
• Multiple deployed systems
• Ease of use:

• Takes few hours to get started
• 2nd-year students write performant device drivers

• Performance is great – beats Linux hands-down
• End-to-end verification in progress
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Can We Go Further?
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Aim: General-purpose OS 
that provably enforces a 
general security policy Requires: 

• mandatory security-policy 
enforcement

• Security-policy diversity
• minimal TCB
• low-overhead enforcement

Resource 
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server

Client

Trusted core 
servers
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Summary
• There are plenty of unsolved OS problems left
• Addressing them properly is possible
• … but requires principled designs
• But it won’t happen with an “it’s all been done in the ‘70s” attitude
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