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Abstract. This talk will present two case studies on verification interfaces at
both ends of the sel.4 operating system kernel’s bulk of formal specifications in
Isabelle/HOL. Reaching deep into the concrete depths, our efforts to prove that
seL4 enforces time protection, the absence of timing leaks through microarchi-
tectural state, rely entirely on a new hardware—software contract. Meanwhile, up
where verified user-level programs would need to rely formally on a suitable ab-
straction of sel.4’s system call behaviour, there stands a long-unbridged kernel—
userland gap: what developers would expect from reading seL.4’s reference man-
ual is not quite yet what’s been proved. We will examine how the urgent need to
clarify both interfaces arose and what we are doing about it at UNSW, offered as
data points for discussion on what it can take to provide a trustworthy body of
software through formal methods and mechanised verification in Isabelle.

1 Time protection verification

Timing attacks like Spectre [13]], Prime+Probe [18]], Flush+Reload [29], Evict+Time [1]],
and many others [8] use computing hardware’s microarchitectural features to exfiltrate
secret data between separate user-land processes, in violation of any access control pol-
icy the OS kernel is meant to enforce. These attacks exploit that, if the OS is not careful
to isolate the use of the many hardware features that support the CPU’s performance,
then a Trojan process 1" can signal a Spy process .S even when 7”’s and S’s physical
memory regions are supposedly disjoint. In these situations, solely by varying its own
actions, 7' can impact how long S takes to execute its own code or access its own data.

To understand why, we must examine these hardware features. For each CPU core
is a host of on-core features like branch target buffers (BTB) for speculative execution,
translation lookaside buffers (TLB) for faster address translation, and specialised on-
core (L1) memory caches for data and code, typically supported also by larger but
slower off-core (L2 and L3) memory caches — all to improve runtime performance. If
the OS pays no regard for the contents of these caches when context switching from 7" to
S, then clearly T"s own mere accesses to its own memory can impact S’s running times
by modifying what is or is not loaded into these caches. But while unfortunate, this
is understandable because by definition, such hardware features are microarchitectural
in the sense that they exist below the traditional hardware—software application binary
interface (ABI) that has always been agnostic to how fast the hardware gets things done.
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Given this state of affairs, is OS-enforced isolation of access to microarchitectural
hardware features and their resulting timing effects possible? In proposing, developing
for seL.4, and empirically evaluating the effectiveness of a new OS feature of time pro-
tection to enforce such isolation, Ge et al. [6l [7, 9] found the answer is yes — and no.
Yes, they found that OS-enforced time protection is in practice possible and measurably
effective, to the extent that the hardware provides some basic support; but no, in that
modern hardware is largely missing at least some of the needed supporting features.
Thus, they argued for a new hardware—software contract that includes these features so
as to make timing isolation possible. What is this contract?

The general principle identified by Ge et al. [7] is that, to achieve time protection,
all parts of the microarchitectural state need to be either spatially partitionable — given
only to 7" or to .S with exclusive access — or temporally partitionable: the OS needs to be
able to make deterministic all the effects of 7”s actions before context switching to S.
Note the latter includes both flushing the relevant state contents and padding (waiting)
until the worst-case execution time (WCET) of the context switch to wake S up.

How does modern hardware stack up on this rubric? In short, the work at our re-
search group from Ge et al. [9] onwards has found that most of the problems with mod-
ern microarchitectures stem from (1) inflexibility when it comes to support for spatial
partitioning, and (2) an inability to temporally partition the state when spatial partition-
ing is not possible. First, which microarchitectural elements are spatially partitionable?

— Yes, but...: Off-core memory caches. The L2 and L3 caches on modern hardware are
typically large enough to be spatially partitionable using a technique called cache
colouring [2,[11,|15] — being indexed by physical address, the OS can be careful to
assign disjoint address regions to .S and 7" serviced by disjoint sets of cache lines.

: Each given cache architecture dictates the maximum number of colours,
which can only divide it into regions of equal size in fixed positions, leading to poor
memory utilisation. It is costly to set colours aside for shared kernel data or other
regions shared between processes to avoid expensive copying between colours [21]],
and copied or not, all the affected cache lines need to be flushed on context switch.

— No: On-core caches and buffers. Unlike the L2 and L3, the L1 caches and other
on-core features (BTB, TLB, etc.) are not spatially partitionable, due to their small
size and being indexed by virtual addresses that freely overlap between .S and T'.

Consequently, the OS needs to be able to flush all the on-core state on context switch
from T to S, and needs a reliable method to wait until a deterministic time before
waking S up. However, Ge [6] found that x86 and both Arm platforms evaluated were
missing any primitive to flush many of the on-core state elements, and in some cases
provided no means to disable the corresponding feature, leaving some timing channels
impossible to close. Furthermore, x86 had no instruction to flush the L1 cache alone
without also flushing every level of cache, an overly costly measure. Finally, though
Ge [6] fortunately found software-based time padding to be measurably effective, no
platform provided a hardware-supported means of waiting until a deterministic time.
Since Ge et al.’s pioneering investigations, we have been hard at work formalising
the above requirements [3, 22] and integrating them [4} [14} [17] into the selL.4 kernel’s
existing correctness, security and refinement proofs [20] — all in Isabelle/HOL — so we



can prove that seL4 enforces time protection, provided it has access to hardware prim-
itives that meet them. This process has forced us to clarify these requirements both to
make provable in Isabelle a new security property for seL4 that includes time protec-
tion, as well as to accommodate new time protection features in the pipeline — notably,
recent support under development for time-protected cross-domain communication [21]]
that prevents backwards flows against a one-way “data diode” policy.

In general, we have found that dedicated hardware primitives have made the for-
mal verification of time protection feasible compared to verifying the corresponding
software-based approaches devised for legacy hardware. For example, the software-
based alternative to hardware-based flushing is prefetching, as used in places by Ge [6]],
which we have found infeasible to verify as effective without an accurate internal
model of all caches’ replacement policy. Arguably, this would be a rather intrusive and
interface-breaking ask for a manufacturer to provide, compared to a flush primitive. A
consequence of this is that, beyond requiring flush primitives for all on-core state, we
need more flexible flush primitives for selected partitions of the off-core caches. This is
crucial for shared kernel data handling and to enable time-protected shared memory as
prototyped by Sethu [21]], but without prefetching so it is verifiable.

Meanwhile, thanks to our group’s collaboration with ETH Ziirich on the RISC-V
Cheshire platform, based on CVA6 (formerly Ariane) developed by Wistoff et al. [25-
27|, we now have all three of the above-mentioned missing hardware features: a flush
primitive fence.t for all on-core state that also pads until a configured deterministic
time, as well as a more flexible dynamically partitionable last-level cache (DPLLC) that
allows configuring partitions of varying sizes and a primitive to selectively flush them
individually. Our hope is that with basic hardware support of a new hardware—software
contract for time protection thus demonstrated as feasible, effective and performant, the
value-add in terms of both measurable and verifiable time protection will be clear.

2 Kernel-userland verification gap

We now turn to the question of whether the seL.4 kernel itself provides the interfaces
needed to support the verification of userland programs running on top of it.

The answer, again is yes — and no, though in slightly different senses to last time.
Yes, in the sense that, as verification by Paturel et al. [[19] (further documented by
Weibel et al. [24]) of the user-level seL4 Microkit [23] library’s main message han-
dler loop showed, such verification is possible assuming sel.4 satisfies certain Hoare
triple [10] (precondition—postcondition) requirements across the system calls it pro-
vides. The wrinkle in the story is that seL4 has never been verified to satisfy these
Hoare-triple assumptions. Although famously the world’s first formally verified OS
kernel [12], seL4 has been proved functionally correct in the sense that there exists an
abstract specification of the kernel’s correct behaviour including that it does not crash,
and a refinement proof showing sel.4’s C code faithfully implements that specification.
What is missing, however, is any formal proof that seL.4’s abstract specification of its
correctness actually meets the Hoare triples implied by the English-language descrip-
tions of its system call behaviour that can be found in the sel.4 reference manual [J5].



Our investigations have found the problem seems to go further than just the seL4
kernel: apparently, no OS kernel verification effort in the literature to date has yet at-
tempted to verify such Hoare triples for system calls that have to block waiting for
another process before returning to their original caller. A prime example of this is the
blocking seL4_Recv system call, which only returns to the Microkit’s main handler
loop once an entirely different process calls a seL4_Signal system call that unblocks
it. In comparison, although the Verve project [28] demonstrated a proof composability
outcome of the kind we ultimately desire across the kernel-userland gap — though in
their case, across the divide between its Nucleus and the rest of the Verve kernel — its
Nucleus exported only nonblocking functions. The only such case for a blocking system
call of any kind appears to be from the CertiKOS project [[16], which verified a system
call that blocks waiting on I/O, but not on the actions of another user process.

In solving this problem, there are two tasks at hand: Apart from proving new facts
(as Hoare triple lemmas) about the seL4 kernel’s existing abstract specification in Is-
abelle that would be expected by the userland processes, we also need to compose them
into a single Hoare triple when a system call can span multiple entries into the kernel.

First, by “new facts” I mean that, for example, to prove the needed Hoare triple for
sel4 Recv — even for its nonblocking case, where there is already a signal ready to
receive — we found we needed to prove new lemmas that are largely more specific than
the existing ones when it comes to state relevant to the system call. Furthermore, these
proofs must also establish that, when handling seL4_Recv, the seL4 kernel does not
modify any other state the caller can see but is expecting the system call not to change.

Then, in addition to proving new facts about individual entries into the kernel, we
also need to compose them when system calls block waiting for the actions of another
process. Taking for example seL4_Recv as called when there is no signal ready to
receive, this involves at least three kinds of kernel entries: first, we have (1) the initial
seL4_Recv that blocks the calling process and (2) the final seL4_Signal by another
process that unblocks it. Then, between the two, we must account for their composition
with (3) any finite sequence of system calls, interrupts, or other kernel entry events that
have nothing to do with the original system call. For composing the initial and final
call with these arbitrary sequences, we expect new facts proved about individual kernel
entries not modifying any other state irrelevant to the task at hand to play a crucial role.

With these proofs almost complete for some motivating cases, we hope to show that,
despite previously being unsolved, it is eminently feasible to provide such proofs meet-
ing the kinds of formal requirements on system calls that userland verification efforts
would expect of OS kernels. Ongoing work will extend the proofs to more of sel.4’s
system calls, initially prioritising those used by the seL.4 Microkit libraries [23] as re-
lied on by its formal verification [[19} [24]]. In the long run, further such verification can
proceed to formalise the informal descriptions provided in seL.4’s reference manual [5].
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