School of Computer Science & Engineering

Australia’s

Global Trustworthy Systems Group

University

Two interfaces for selL4 kernel
verification: Time Protection and
the Kernel-Userland Gap

Isabelle Workshop, Jul’26, Lisbon

Dr Rob Sison

Senior Research Associate, UNSW Sydney
r.sison@unsw.edu.au



I Time Protection

UNSW

SYDNEY

Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon © Rob Sison 2026, CC BY 4.0

Agy
]

e



What is Time Protection?

Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon

© Rob Sison 2026, CC BY 4.0

YYYYYY



What is Time Protection?
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What is Time Protection?

e (OGSes typically implement memory protection.

e But: Mere memory access changes
microarchitectural state — this affects timing.
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What is Time Protection?

e (OGSes typically implement memory protection.

e But: Mere memory access changes
microarchitectural state — this affects timing.

To prevent these timing channels,

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]
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What is Time Protection?

e (OGSes typically implement memory protection.

e But: Mere memory access changes
microarchitectural state — this affects timing.

To prevent these timing channels,

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [Partition off-core memory caches

\ “ with
Yuval Yarom (U. Adelaide)
Qian Ge Gernot Heiser  Tom Chothia (U. Birmingham)
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What is Time Protection?

e (OGSes typically implement memory protection.

e But: Mere memory access changes
microarchitectural state — this affects timing.

To prevent these timing channels,

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

 [Partition off-core memory caches

e [lush on-core and non-architected state
and pad time on context switch
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What is Time Protection?
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What are time-protected communications?

e (OSes can implement time protection: S

See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches

e Flush on-core and non-architected state

and pad time on context switch II-
Memory

L2 cache
(Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S

See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e |et’s now consider a data diode policy via a page
of shared memory:

Allowed: T <~ S, Disallowed: T ~/> S

L2 cache

(Partitionable) I:[-
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and pad time on context switch
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e |et’s now consider a data diode policy via a page
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @
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* Flush on-core and non-architected state
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Memory

e |et’s now consider a data diode policy via a page
of shared memory:

Allowed: T <~ S, Disallowed: T ~/> S

Fast!
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(Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

e Partition off-core memory caches / read » SO far so good, but...

\

e Flush on-core and non-architected state

and pad time on context switch II-
Memory

e |et’s now consider a data diode policy via a page
of shared memory:

Allowed: T <~ S, Disallowed: T ~/> S

Fast!

L2 cache
(Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch II-
Memory

e |et’s now consider a data diode policy via a page
of shared memory:

Allowed: T <~ S, Disallowed: T ~/> S

S sees a timing difference on: L2 cache

(Partitionable) I:I:-
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Memory
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What are time-protected communications?
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_ write
e Flush on-core and non-architected state

and pad time on context switch II-
Memory

e |et’s now consider a data diode policy via a page
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S sees a timing difference on: L2 cache I:I:.]
e Writes by T (even to wipe the datal) (Partitionable)
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What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches

/ read > S knOWS

e Flush on-core and non-architected state T accessed

and pad time on context switch the shared
Memory memory!
e |et’s now consider a data diode policy via a page
of shared memory: Slow...
Allowed: T <~ S, Disallowed: T ~/> S
S sees a timing difference on: L2 cache
e Writes by T (even to wipe the datal) (Partitionable)
e Reads by T that evict lines (many per page!)
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Allowed: T <~ S, Disallowed: T ~/> S

S sees a timing difference on:

e Writes by T (even to wipe the datal)

e Reads by T that evict lines (many per page!)

Takeaway: We need targeted flush for partitionable
L2 caches to enforce T ~/> S while allowing T <~ S
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S sees a timing difference on:
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e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @

* Partition off-core memory caches
* Flush on-core and non-architected state

and pad time on context switch I]-
Memory

e |et’s now consider a data diode policy via a page
of shared memory:

Allowed: T <~ S, Disallowed: T ~/> S

S sees a timing difference on: L2 cache
. . Partitionable)
e Writes by T (even to wipe the datal (
y T P ) OS switch
e Reads by T that evict lines (many per page!) L1 + other fromStoT
o on-core state -

Takeaway: We need targeted flush for partitionable (Flushable)
L2 caches to enforce T ~/> S while allowing T <~ S
Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul’'26, Lisbon © Rob Sison 2026, CC BY 4.0

YYYYYY



What are time-protected communications?

e (OSes can implement time protection: S
See EuroSys: [Ge et al. 2019] @
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e |et’s now consider a data diode policy via a page
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Allowed: T <~ S, Disallowed: T ~/> S
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(Partitionable)

e Writes by T (even to wipe the datal)
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The selL4 kernel and Time Protection

S
e (OSes can implement time protection: >
See EuroSys: [Ge et al. 2019]
* Partition off-core memory caches l

e [lush on-core and non-architected state Memory II-
and pad time on context switch

e Forthe selL4 OS kernel:

L2 cache
(Partitionable)
| L1 + other .
l OS switch
on-core state
with (Flushable) from Sto T
Yuval Yarom (U. Adelaide)
Qian Ge Gernot Heiser ~ Tom Chothia (U. Birmingham) “Flush”: Write fixed content; “Pad”: Wait up to fixed time.
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and pad time on context switch

e Forthe selL4 OS kernel: sel 4: World'’s first

OS kernel with
correctness proof!

L2 cache
| (Partitionable)
A L1 + other .
‘H OS switch
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with (Flushable) from Sto T
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The selL4 kernel and Time Protection

S
OSes can implement time protection: >
See EuroSys: [Ge et al. 2019]
* Partition off-core memory caches l

e [lush on-core and non-architected state Memory II-
and pad time on context switch

For the selL4 OS kernel: selL4: World’s first
* Implemented, evaluated OS kernel with
empirically on ARM, x86 correctness proof! L2 cache
See EuroSys: [Ge et al. 2019] (Partitionable)
. ‘H L1 + other 0S switch
. on-core state tom S to T
with
Yuval Yarom (U. Adelaide) (F|UShab|e)
Qian Ge Gernot Heiser ~ Tom Chothia (U. Birmingham) “Flush”: Write fixed content; “Pad”: Wait up to fixed time.
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The selL4 kernel and Time Protection

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

e Partition off-core memory caches

e [lush on-core and non-architected state
and pad time on context switch

Scott Buckley Rob Sison Nils Wistoff

e Forthe selL.4 OS kernel: sel 4: World’s first
e Implemented, evaluated OS kernel with
empirically on ARM, x86 correctness proof!
See EuroSys: [Ge et al. 2019]
 Ported to RISC-V with hardware support Toby Murray Gerwin Klein Gernot Heiser

See arXiv preprint: [Buckley, Sison et al. 2023]

(HW support by [Wistoff et al. 2023]) Thanks to funding from

Australian Research Councill

“Flush”: Write fixed content; “Pad”: Wait up to fixed time.

© Rob Sison 2026, CC BY 4.0 UNSW
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The selL4 kernel and Time Protection

e (OSes can implement time protection:
See EuroSys: [Ge et al. 2019]

e Partition off-core memory caches

e [lush on-core and non-architected state
and pad time on context switch

Scott Buckley Rob Sison Nils Wistoff

e Forthe selL.4 OS kernel: sel 4: World’s first
e Implemented, evaluated OS kernel with
empirically on ARM, x86 correctness proof!
See EuroSys: [Ge et al. 2019]
 Ported to RISC-V with hardware support Toby Murray Gerwin Klein Gernot Heiser

See arXiv preprint: [Buckley, Sison et al. 2023]

(HW support by [Wistoff et al. 2023]) Thanks to funding from

Australian Research Councill

* This talk (pt I): How do we verify it works? “Flush”: Write fixed content; “Pad”: Wait up to fixed time.

© Rob Sison 2026, CC BY 4.0 UNSW
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°sd4 Time protection verification for selL4 O'm'

RISC-V 64
Functional —
Correctness Abstract Model Confidentiality
+
Security . .
Enforcement C implementation

Machine-checked

interactive theorem proving
in Isabelle/HOL
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°sd4 Time protection verification for selL4 O'm'

RISC-V 64
Functional
Correctness Abstract Model Confidentiality
+ refinement
Security . . . "
Enforcement C implementation Confidentiality

Machine-checked

interactive theorem proving
in Isabelle/HOL
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081’-14 Time protection verification for selL4 O'm'

The plan 2 yearS agO . Thanks to funding from

Australian Research Councill

RISC-V 64
Functional ammmEREEERREREEERREamnEanaa, a FM'23: Define time protection for OS kernels J
Correctness Abstract Model _, Confidentiality [
N efinement : incl. time protection :
Securit , . e
Enforcem}ént C implementation Confidentiality

Machine-checked
interactive theorem proving

in Isabelle/HOL
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@seld Time protection verification for seL4 (O

The plan 2 yearS agO . Thanks to funding from

Australian Research Councill

Functional TR e a FM'23: Define time protection for OS kernels J
Abstract Model | o, Confidentiality [ +
Correctness . : . Verify time protection for abstract model
+ refinement (Isabelle/HOL) Q
Secu rity : B  Update refinement for time protection
= C implementation ;| roof , Confidentialit +
Enforcement P ’ Y Verify time protection for C implementation Q / ‘

incl. time protection (Isabelle/HOL)

A, B, C: Strict isolation policy

Machine-checked

interactive theorem proving
in Isabelle/HOL
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@seld Time protection verification for seL4 (O

The plan 2 yearS agO . Thanks to funding from

Australian Research Councill

Functional ammmmERERERERsRRRsaRmsannn. a FM'23: Define time protection for OS kernels J
C t Abstract Model | rooi . Confidentiality E +
orrectness v - s Verify time protection for abstract model Q
+ refinement (Isabelle/HOL)
Secu rity : B  Update refinement for time protection
= C implementation . roor , Confidentialit +
Enforcement P ; Y Verify time protection for C implementation Q / ‘

incl. time protection (Isabelle/HOL)

L . Implement time-protected ‘.
2 12 (5 S oLl [XelLE « cross-domain communications

Machine-checked

interactive theorem proving
in Isabelle/HOL
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°89-|4 Time protection verification for selL4 O'm

The status tOd ay Thanks to funding from
@ cyberagentur
RISC-V 64
Functional ammmEmEmERREAERsARmsRmaanns G FM'23: Define time protection for OS kernels J
Abstract Model _ ~oor . Confidentiality F +
Correctness . : 4 Verify time protection for abstract model
+ refinement (Isabelle/HOL)
Secu rity : : . - B  Update refinement for time protection
= . . roo | Ntl || +
Enforcement C implementation . ., Confidentiality Verify time protection for C implementation Q / ‘

incl. time protection (Isabelle/HOL)

ey . . Implement time-protected
A 5, ©F S e Eiem polle) « cross-domain communications

« \erify time-protected ‘
cross-domain communications

Machine-checked

interactive theorem proving
in Isabelle/HOL
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Time protection verification for seL4 (=

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

selL4 Kernel

1 Security policy, Noninterference « FM'23: Define time protection for OS kernels l
N Access InfoFlow S *
- " el 1 tecti « Verify time protection for abstract model

refinement | : + 7 O LI (Isabelle/HOL)
B ExecSpec
invar | | |

refinement { Noninterference Refinement : Update refinement for time protection

- . 0/

A __ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection .:
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Time protection verification for seL4 (=1

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

selL4 Kernel

Security policy,, Nonlnterfereflce « FM'23: Define time protection for OS kernels l
N Access InfoFlow W *
- " el 1 tecti « Verify time protection for abstract model
refinement | = + % O L I (Isabelle/HOL)
inT/gr’ ExecSpec
refinement : : : Update refinement for time protection
1 Noninterference_Refinement : Q ) ‘
" -
ch-le-ﬁks “ InfoFlowC « Verify time protection for C implementation
(Isabelle/HOL)
incl. time protection ’:
Sai Nair
. _ _ , BSc(Hons)
« (A) Key ASpec property: “TA invariant thesis
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Time protection verification for seL4 (=1

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

seL4 Kernel : - -
: Security policy, Nonmterfere?lce ‘ FM'23: Define time protection for OS kernels l

N Access InfoFlow W *
- " el 1 tecti « Verify time protection for abstract model
refinement | = + % O L I (Isabelle/HOL)
B ExecSpec
invar | | |
refinement 1 Noninterference Refinement : Update refinement for time protection
- . 0/
Ch-le-ﬁks “ InfoFlowC « Verify time protection for C implementation
(Isabelle/HOL)
incl. time protection ’:
“obj refs don’t point outside static TA set” Sai Nair
. _ _ , BSc(Hons)
. (A) Key ASpec property: “TA invariant” a=" thesis
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Time protection verification for seL4 (=1

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

seL4 Kernel : - -
: Security policy, Nonmterfere?lce ‘ FM'23: Define time protection for OS kernels l

N Access InfoFlow W *
- " el 1 tecti « Verify time protection for abstract model

refinement | = + % O L I (Isabelle/HOL)
B ExecSpec
invar

: : : : Update refinement for time protection
refinement 1 Noninterference Refinement : g | mep |
- : 0/

chgéks “ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection ’:

“‘obj refs don’t point outside static TA set” Sai Nair
T . . BSC(HOHS)
« (A) Key ASpec property: “TA invariant” "+ Proof across ASpec in progress Q thesis

Continuing on from J

Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon © Rob Sison 2026, CC BY 4.0 UNSW




Time protection verification for seL4 (=1

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

selL4 Kernel

1 Security policy, Noninterference ‘ FM'23: Define time protection for OS kernels l
N Access InfoFlow W *
: : S — “ Verify time protection for abstract model

refinement | = + % O L I (Isabelle/HOL)
B ExecSpec
invar | | |

refinement { Noninterference Refinement : Update refinement for time protection

- : 0=y

chgéks “ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection ’:

“‘obj refs don’t point outside static TA set” Sai Nair
T . . BSC(HOHS)
(A) Key ASpec property: “TA invariant” "+ Proof across ASpec in progress Q thesis

Continuing on from J

« ASpec otherwise integrated into time protection theory
(i.e. instantiating Isabelle locales) of [Buckley, Sison et al. 2023]
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Time protection verification for seL4 (==

Wi I E E EE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESR »

seL4 Kernel : - -
: Security policy, Nomnterfere?lce « FM'23: Define time protection for OS kernels l

N Access InfoFlow W *
: : S — “ Verify time protection for abstract model

refinement | = + % O L I (Isabelle/HOL)
B ExecSpec
invar

: : : : Update refinement for time protection
refinement 1 Noninterference Refinement : g | mep |
- : IAYE |

Ch-le:éks “ InfoFlowC « Verify time protection for C implementation

(Isabelle/HOL)
incl. time protection ':

“‘obj refs don’t point outside static TA set” Sai Nair
T . . BSC(HOHS)
(A) Key ASpec property: “TA invariant” "+ Proof across ASpec in progress Q thesis

Continuing on from J

Thomas Liang
BSc (Hons)
Thesis

« ASpec otherwise integrated into time protection theory
(i.e. instantiating Isabelle locales) of [Buckley, Sison et al. 2023]

« (B + C) Refinement: TA invariant (via ExecSpec) = TA checks pass (CSpec)

Continuing on from

UNSW
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Time-protected communications in selL4
<:3 CFC! ?Srﬂjeonrl]ear}:] thrg z&rtcj)r:?g:lgns ‘

\erify time-protected ‘
cross-domain communications

selL4 on RISC-V

S

<

L2 cache

(Partitionable) I:[-

We need targeted flush for partitionable L2 caches
to enforce T ~/> S while allowing T <~ S
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Time-protected communications in selL4
ﬂ Cr'Ci ?S?Leonrl]ear}:] thrg em-rF:]rch)r:?CC;?IgnS ‘
Cross\—/gcr)ize;[:nmgz)?:\z:ifwtiecgtions ‘

» [Sethu 2025] comprehensively evaluated “legacy” S
Implementation options on sel 4, with the L2 '
partitioned via cache colouring:

selL4 on RISC-V

Varun Sethu
BE Thesis

L2 cache

(Partitionable) I:[-

We need targeted flush for partitionable L2 caches
to enforce T ~/> S while allowing T <~ S
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Time-protected communications in selL4
G Cr'Cl ?S?Leonrl]ear}:] thrg em-rF:]rch)r:?CC;?IgnS ‘
Cross\—/gcr)izgznmgc-)e;zﬁztiecgtions ‘

» [Sethu 2025] comprehensively evaluated “legacy” ‘ S
Implementation options on sel 4, with the L2 i
partitioned via cache colouring:

selL4 on RISC-V

e (Copy between non-shared memory (slow)

 Dedicate colours for shared memory (wastes space) VSrEUQ hSee;_f;U
I

L2 cache

(Partitionable) I:[-

We need targeted flush for partitionable L2 caches
to enforce T ~/> S while allowing T <~ S
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Time-protected communications in selL4
ot compunoiors RO

_— =

selL4 on RISC-V

Verify time-protected
cross-domain communications

» [Sethu 2025] comprehensively evaluated “legacy” S
Implementation options on sel 4, with the L2 '
partitioned via cache colouring:

e (Copy between non-shared memory (slow)

 Dedicate colours for shared memory (wastes space) VSrEU$ hSee;_f;U
I

e Targeted L2 “flush” via prefetching (still leaks;
infeasible to verify w/o model of replacement policy!)

L2 cache

(Partitionable) I:[-

We need targeted flush for partitionable L2 caches
to enforce T ~/> S while allowing T <~ S
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Time-protected communications in selL4
G e ineeecss - of
« cross\-/gcr)iz;:nmic-)?r:z:i(r:\tiecgtions ‘

» [Sethu 2025] comprehensively evaluated “legacy” S
Implementation options on sel 4, with the L2 '
partitioned via cache colouring:

selL4 on RISC-V

e (Copy between non-shared memory (slow)

 Dedicate colours for shared memory (wastes space) VSrEU$ hSee;_f;U
I

e Targeted L2 “flush” via prefetching (still leaks;
infeasible to verify w/o model of replacement policy!)

* Now we're using dynamically partitionable
last-level cache (DPLLC) i.e. dedicated HW
support on RISC-V Cheshire Continuing on from

L2 cache

(Partitionable) I:[-

| T We need targeted flush for partitionable L2 caches
Julia Vassiliki to enforce T ~/> S while allowing T <~ S
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Time-protected communications in selL4
G e ineeecss - of
« cross\-/gcr)iz;:nmiz)?:\z:iztiecgtions ‘

» [Sethu 2025] comprehensively evaluated “legacy” S
Implementation options on sel 4, with the L2 '
partitioned via cache colouring:

selL4 on RISC-V

e (Copy between non-shared memory (slow)

 Dedicate colours for shared memory (wastes space) VSrEU$ hSee;_f;U
I

e Targeted L2 “flush” via prefetching (still leaks;
infeasible to verify w/o model of replacement policy!)

* Now we're using dynamically partitionable
last-level cache (DPLLC) i.e. dedicated HW
support on RISC-V Cheshire Continuing on from

L2 cache

(Partitionable) I:[-

S We need targeted flush for partitionable L2 caches
e Adding needed time padding on flush Julia Vassiliki to enforce T ~/> S while allowing T <~ S

e Supports targeted flush of partitions
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°89-|4 Time protection verification for selL4 O'm

The status tOd ay Thanks to funding from
@ cyberagentur
selL4 on RISC-V
Functional ammmEmEmERREAERsARmsRmaanns G FM'23: Define time protection for OS kernels
Abstract Model _ ~oor . Confidentiality F +
Correctness : : . Verify time protection for abstract model J
+ refinement (Isabelle/HOL)
Secu rity : B  Update refinement for time protection
: . men lon roo nfidentialit +
Enforcement Cimplementation . 2. ¢ Coniide Y Verify time protection for C implementation Q / ‘

incl. time protection (Isabelle/HOL)

ey . . Implement time-protected
= 2, G5 SIS Ielenien Feile)] « cross-domain communications J

Machine-checked
D, E: Data diode policies
« \erify time-protected
cross-domain communications

interactive theorem proving
in Isabelle/HOL
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lI: Kernel-Userland Gap
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selL4: World’s first
OS kernel with
correctness proof!

Question:
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>

selL4: World’s first
OS kernel with
correctness proof!

Question: ¢, 4
What do we mean when we say
"sel4 is functionally correct™?

‘
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* db

selL4: World's first QueStlon :
0S kernel with What do we mean when we say 5
correctness proof! y _ _ '

selL4 is functionally correct™?

Claim:

selL4 has not been proved functionally correct
enough to verify its users!
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The verified seL4 OS microkernel

selL4: World’s first
OS kernel with
correctness proof!

But: selL4 is proved
functionally correct in
some senses, but not
others needed
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@seld The verified seL4 OS microkernel (O

Confidentiality Availability

Security
Enforcement
selL4: World’s first
OS kernel with Nofsir:1oad Y/ (eYs 1M incl. “doesn’t crash”

correctness proof! E

But: selL4 is proved O oI EERIEIN i.e. “also doesn't crash”, etc

functionally correct in
Translation
Correctness

Functional
Correctness

some senses, but not
others needed
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°-‘iﬂ|4 Verifying selL4-based OSes: Vision O-m'

Abstract Model
selL4 OS Functional Confidentiality
microkernel Correctness Availability

C implementation

14 Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon © Rob Sison 2026, CC BY 4.0




QSP-|-4 Verifying selL4-based OSes: Vision O-m'

System clients Client Client }. (unverified)
(e.g. Trusted Linux VM) (e.g. Untrusted Linux VM)

sDDF interfaces

LionsOS Block : Ethernet

hased on sel 4 : virtualisation virtualisation
Device Driver Framework ¢ssssssssssEEEEEEEEEEEES o enmmEEEEEEEEEEEEEEEEEEES . |ibrary rface
+ Microkit
seL4 Microkit Library
Abstract Model Integrlty
selL4 OS Functional Confldentlallty
microkernel Correctness Ava”ab.“ty

C implementation
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QSP-|-4 Verifying selL4-based OSes: Vision O-m'

System clients Client Client }. (unverified)
(e.g. Trusted Linux VM) (e.g. Untrusted Linux VM)

sDDF interfaces

L|OnSOS Block Fthernet WOI‘k IN progressl

hased on sel 4 : virtualisation i i virtualisation
Device Driver Framework ¢ssssssssssEEEEEEEEEEEES o enmmEEEEEEEEEEEEEEEEEEES ||brary tarface
+ Microkit
seL4 Microkit Library
Abstract Model Integrlty
selL4 OS Functional Confldentlallty
microkernel Correctness Ava”ab.“ty

C implementation
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°-‘iﬂ|4 Verifying seL4-based OSes: Status O-m'

System clients Client Client }. (unverified)
(e.g. Trusted Linux VM) (e.g. Untrusted Linux VM)

sDDF interfaces

L|OnSOS Block Fthernet WOI‘k IN progressl

hased on sel 4 : virtualisation i i virtualisation
Device Driver Framework *¢sssssssssnEEaEEEEEEEEns o enmmEEEEEEEEEEEEEEEEEEES ||brary terface
+ Microkit
seL4 Microkit Library
Abstract Model Integrlty
selL4 OS Functional Confldentlallty
microkernel Correctness Ava”ab.“ty

C implementation
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O-SP-|4 Verifying selL4-based OSes: Status

sDDF interfaces

LIOnSOS Block Ethernet Pancake + Viper WOI‘k In progressl

based on selL4 : virtualisation : : virtualisation : WIP since 24
Device Driver Framework vessssasssssssssssnssans ¢ Ceamssmssssnssssnssssases K
+ Microkit e |iDFaTY iNterface
: I Pancake + Viper
seL4 Microkit Library

Done (RISC-V) 26

Abstract Model Integrlty
selL4 OS Functional Conﬂdentlallty
microkernel Correctness Avallablllty

C implementation
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O-SP-|4 Verifying selL4-based OSes: Status

Composmonallty
in Isabelle/HOL

sDDF interfaces (Junming Zhao)

LionsOS Block P Fthernet Pancake + V|per (Work in progress!)

based on selL4 : virtualisation : : virtualisation : WIP since 24
Device Driver Framework vessssasssssssssssnssans ¢ Ceamssmssssnssssnssssases K
+ Microkit e |iDFaTY iNterface
: I Pancake + Viper
seL4 Microkit Library

Done (RISC-V) 26

Abstract Model Integrlty
selL4 OS Functional Conﬂdentlallty
microkernel Correctness Avallablllty

C implementation

15 Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon © Rob Sison 2026, CC BY 4.0 : UNSW

SYDNEY




°8ﬂ4 Verifying selL4-based OSes: Status O'm'

Compositionality

in Isabelle/HOL
———————  SD D F interfaces ‘ (Junming Zhao)

(Work in progress!)

LlonSOS Block Ethernet Pancake + Viper
based on sel 4 : virtualisation : : virtualisation : WIP since 24
Device Driver Framework “easssmsssssssssssssssens <\ K

library interface

Pancake + Viper
Done (RISC-V) 26

+ Microkit

This talk (pt 1I):

Kernel Userland ‘

. : Integrlty
selL4 OS e unctional Confldentlallty
microkernel Correctness Avallablllty

syscall (i.e. kernel-userland) interface

C implementation
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@54 Microkit assumes sel4’s syscalls work (=57

static void handler_loop(void) {

selL4 Microkit Library

if (have_reply) {

) else {

tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

syscall (i.e. kernel-userland) interface
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@54 Microkit assumes sel4’s syscalls work (=57

static void handler_loop(void) { : _
- Hoare triples:

¢Rry  Precondition {{ Pre }} f{{ Post }}
if (have_reply) { I

{R&& ... }}...{{S}}

} else {
{ R && 'have_reply && ! microkit_have_signal }}

selL4 Microkit Library

tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

} WS i
S i

Res Postcondition

syscall (i.e. kernel-userland) interface
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@54 Microkit assumes sel4’s syscalls work (=57

static void handler_loop(void) { Hoare triples:

R} {{ Pre }} f {{ Post }}
iIf (have_reply) { E—
{R&& ...}}...{S}}
} else{
{{ R && ! have_reply && ! microkit_have_signal }}
Precond. /IfR&& ... == P, assume
> (P
tag = seL4_RecVv(INPUT_CAP, &badge, REPLY_CAP);
£ )10 = 5, conolud
if Q => S, conclude
Postcond.} s
{SH

selL4 Microkit Library

syscall (i.e. kernel-userland) interface
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@54 Microkit assumes sel4’s syscalls work (=57

static void handler_loop(void) { Hoare triples:

UR }}b Precondition {{ Pre }} f {{ Post }}
if (have_reply) {

{R&& ... }}...{{S}}

} else {
{ R && 'have_reply && ! microkit_have_signal }}
/IiIfR && ... => P, assume

WP}
tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

{Q}
//Iif Q => S, conclude
{sh

}
{ S }} //done

Re Postcondition /

selL4 Microkit Library

syscall (i.e. kernel-userland) interface
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@54 Microkit assumes sel4’s syscalls work (=57

But is it

true?

static void handler_loop(void) { Hoare triples:

R} {{ Pre }} f {{ Post }}
iIf (have_reply) { E—
{R&&...}}... {S}}
} else{
{{ R && ! have_reply && ! microkit_have_signal }}
Precond. . c2 -~ P assume
Py
tag = seL4_RecVv(INPUT_CAP, &badge, REPLY_CAP);
P Q)

Postcond. //if Q => S, conclude

{SH
?
{ S }} //done

selL4 Microkit Library

V4

syscall (i.e. kernel-userland) interface
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Oﬂ‘-|-4 Microkit's assumptions need verifying! (==

static void handler_loop(void) { ...
{{ R && ! have_reply && ! microkit_have_signal }}
/IifR && ... =>F, assume

WP
tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

{Q}
/if Q => S, conclude

{S i

seL4 Microkit Library

syscall (i.e. kernel-userland) interface

selL.4 OS Microkernel

Abstract Model
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Qﬂ‘-|4 Microkit's assumptions need verifying! (==

static void handler_loop(void) { ...
{{ R && ! have_reply && ! microkit_have_signal }}
/IifR && ... =>F, assume

WP
tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

{Q}
/if Q => S, conclude

{S i

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

definition call_kernel :: "event = (unit, ...) s_monad" where

call_kernel ev = do | seL4 OS Microkernel
handle eventev ...; Abstract Model
schedule:
activate thread

od
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Qﬂ‘-|4 Microkit's assumptions need verifying! (==

static void handler_loop(void) { ...
{{ R && ! have_reply && ! microkit_have_signal }}
/IifR && ... =>F, assume

WP
tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

{Q}
/if Q => S, conclude

{S i

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

definition call_kernel :: "event = (unit, ...) s_monad" where

{P}

call_kernel ev = do | seL4 OS Microkernel
handle eventev ...; Abstract Model
schedule;
activate thread

od

{Qp?
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Qﬂ‘-|4 Microkit's assumptions need verifying! (==

static void handler_loop(void) { ...
{{ R && ! have_reply && ! microkit_have_signal }}
/IifR && ... =>F, assume

WP
tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

{Q}
/if Q => S, conclude

{S i

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

definition call_kernel :: "event = (unit, ...) s_monad" where

{ P {{ invs }}

call_kernel ev = do | seL4 OS Microkernel
handle eventev ...; Abstract Model
schedule:
activate thread

od

{Q}}? {{invs }} incl. “doesn’t crash” J
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Qﬂ‘-|4 Microkit's assumptions need verifying! (==

static void handler_loop(void) { ...
{{ R && ! have_reply && ! microkit_have_signal }}
/IifR && ... =>F, assume

WP
tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

{Q}
/if Q => S, conclude

{S i

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

definition call_kernel :: "event = (unit, ...) s_monad" where

{ P}
call_kernel ev =do ] :
handle eventev ...; Question: Sel;igt?al\élt'?\;l%?erlnel
schedule; Is proving a Hoare triple over one
| activate_thread call_kernel entry always enough?
o
{Q}7
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°3ﬂ|4 Microkit's assumptions need verifying! (==

17

static void handler_loop(void) { ...
{{ R && ! have_reply && ! microkit_have_signal }}
/IifR && ... =>F, assume

WP
tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

{Q}
/if Q => S, conclude

{S i

syscall (i.e. kernel-userland) interface

definition call_kernel :: "event = (unit, ...) s_monad" where

{P
call_kernel ev =do ]
handle eventev ...: Question:
schedule; Is proving a Hoare triple over one
| activate_thread call_kernel entry always enough?
0

No.

gan? ¥
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selL4 Microkit Library

selL.4 OS Microkernel

Abstract Model
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(:eld System calls can block

Process A

static void handler_loop(void) { ...
{R&&...}}
/IfR&& ... == P assume : L
{PA )} selL.4 Microkit Library
tag = seL4_Recv(...);
{ Qa}}
/if Q => S, conclude
{S}H

} syscall (i.e. kernel-userland)

interface

Blocking seL4 Recv call

{Pa}={P &&... }}

Ca”ﬁkeg;el ev EtdO | selL4 OS Microkernel
andie_eventev ...; Abstract Model
schedule;
activate thread

od
o Y Qes .y
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(:eld System calls can block

Process A Process B

seL4 Microkit Library

syscall (i.e. kernel-userland)
interface

Blocking seL4 Recv call

{Pa}={P &&... }}

call_kernel ev = do | seL4 OS Microkernel
handle eventev ...; Abstract Model
schedule;
activate thread // B

od

{Q && ... }}
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(:eld System calls can block

Process A Process B

seL4 Microkit Library

syscall (i.e. kernel-userland)
interface

Blocking seL4 Recv call

{Pa}}={P && ... }}
call kernel ev =do
handle eventev ...;
schedule;
activate thread // B

Unblocking selL4 Signal call

selL4 OS Microkernel

Abstract Model

od
{Q && ... }}
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(:eld System calls can block

Process A Process B

static inline void
microkit_notify(microkit_channel ch) { ...
{ Ps }}
seL4_Signal(... + ch);
} { Qs }}

seL4 Microkit Library

syscall (i.e. kernel-userland)
interface

Blocking seL4 Recv call

{Pa}}={P && ... }}
call kernel ev =do
handle eventev ...;
schedule;
activate thread // B

Unblocking selL4 Signal call

selL4 OS Microkernel

Abstract Model

od
{Q && ... }}
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@5l System calls can block — veryingeseis  (LTET

an unsolved problem*

T

Process A Process B

static inline void
microkit_notify(microkit_channel ch) { ...

{ P8 }} L
seL4_Signal(... + ch); selL4 Microkit Library
{ Qs }}

; * to the best of our knowledge, and

when they block on other processes
(not just I/0Y)

syscall (i.e. kernel-userland)
interface

Blocking seL4 Recv call

{Pa}}={P && ... }}
call kernel ev =do
handle eventev ...;
schedule;
activate thread // B

Unblocking selL4 Signal call

selL4 OS Microkernel

Abstract Model

od
{Q && ... }}
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sl System calls can block  veyingesers  (LTET

an unsolved problem*

T

Process A Process B

static inline void
microkit_notify(microkit_channel ch) { ...

{ Ps }} L
seL4_Signal(... + ch); selL4 Microkit Library
{ Qs }}

; * to the best of our knowledge, and

when they block on other processes
(not just I/0Y)

syscall (i.e. kernel-userland)
interface

Blocking seL4 Recv call

{Pa}={P &&... }}

call kernel ev =do
handle eventev ...;

Unblocking selL4 Signal call
{Pe}}={P &&... }}

call_kernel ev =do
handle eventev ...;

selL4 OS Microkernel

Abstract Model

schedule; schedule;
activate thread // B activate thread
od od
{Q && ... }} {Q"&& ... }}
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sl System calls can block  veyingesers  (LTET

an unsolved problem*

T

Process A Process B

static inline void
microkit_notify(microkit_channel ch) { ...

{ Ps }} L
seL4_Signal(... + ch); selL4 Microkit Library
{ Qs }}

; * to the best of our knowledge, and

when they block on other processes
(not just I/0Y)

syscall (i.e. kernel-userland)
interface

Blocking seL4 Recv call

{Pa}={P &&... }}

call kernel ev =do
handle eventev ...;

Unblocking selL4 Signal call
{Pe}}={P &&... }}

call_kernel ev =do
handle eventev ...;

selL4 OS Microkernel

Abstract Model

schedule; schedule;

activate thread // B activate thread // A
od od
{Q && ... }} {Q"&& ... }} =={{Qa}}
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O =

Verifying these is
an unsolved problem*

():aeld System calls can block

Process A Process B

static void handler_loop(void) { ...
{R&& ..}
/IfR && ... => F, assume : .
{PaY} selL4 Microkit Library
tag = seL4_Recv(...);
{{ _QA }} * to the best of our knowledge, and
//if Q => S, conclude when they block on other processes
{S} (not just I/0Y)

} syscall (i.e. kernel-userland)

Unblocking selL4 Signal call
{Pe}}={P &&... }}

call_kernel ev =do
handle eventev ...;

Blocking seL4 Recv call

{Pa}={P &&... }}

call kernel ev =do
handle eventev ...;

schedule; schedule;

activate thread // B activate thread // A
od od
{Q && ... }} {Q"&& ... }} =={{Qa}}
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selL4 OS Microkernel

Abstract Model
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@5l System calls can block — veryingeseis  (LTET

an unsolved problem*
Process A Process B

static void handler_loop(void) { ...
{R&& ... }}
/IifR && ... == P, assume : o
{PaY} selL4 Microkit Library
tag = seL4_Recv(...);
{{ _QA }} * to the best of our knowledge, and
//if Q => S, conclude when they block on other processes
{S} (not just I/0Y)
} syscall (i.e. kernel-userland)
interface
Blocking seL4 Recv call Unblocking selL4 Signal call
{Pa}}={P && ... }} {Pe}}={P &&... }}
call_kernel ev = do call_kernel ev = do seL4 OS Microkernel
handle eventev ...; % handle_eventev ...; Abstract Model
~ Schedule; schedule;
" activate thread // X activate thread // A
od od
{Q && ... }} {Q"&& ... }} =={{Qa}}
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@5l System calls can block — veryingeseis  (LTET

an unsolved problem*
Process A Process B

static void handler_loop(void) { ...
{R&& ... }}
/IifR && ... == P, assume : o
{PAY seL4 Microkit Library
tag = seL4_Recv(...);
U ,QA ) * to the best of our knowledge, and
/if Q => S, conclude when they block on other processes
{S} (not just 1/01)
} syscall (i.e. kernel-userland)
interface
Blocking seL4 Recv call Unblocking selL4 Signal call
{Pa}}={P && ... }} {Pe}}={P &&... }}
call_kernel ev =do call_kernel ev =do :
handle eventev ...; % % % handle eventev ...; sel'_A\éLs(,)t?al\éltlcl:\;lcz)I;eerlnel
~ Schedule; X, Y,Z...B schedule;
" activate thread // X activate thread // A
od od
{Q && ... }} {Q"&& ... }} =={{Qa}}
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O =

Verifying these is
an unsolved problem*

():aeld System calls can block

Process A Process B

static void handler_loop(void) { ...
{R&& ..}
/IfR && ... => F, assume : .
{PaY} selL4 Microkit Library
tag = seL4_Recv(...);
{{ _QA }} * to the best of our knowledge, and
//if Q => S, conclude when they block on other processes
{S} (not just I/0Y)

} syscall (i.e. kernel-userland)

Unblocking selL4 Signal call
{Pe}}={P &&... }}

call kernel ev =do
Yoy

Blocking seL4 Recv call

{Pa}={P &&... }}

call kernel ev =do
handle eventev ...;

handle eventev ...;

~ Schedule; X, Y,Z...B schedule;

" activate thread // X rrel activate thread // A
od Crgltlesevant od

{Q && ... }} (IRQs too!) {Q"&& ... }} =={{Qa}}
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interface

selL4 OS Microkernel

Abstract Model
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081‘-14 Towards kernel-userland functional proofs Om'

Process A
{As.Ps}selLd4 _Recv{{As.Qs}}

WP 3

call kernel

Q)

19 Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon

Thanks to

@ cyberagentur

selL4 Microkit Library

AW
D
L e
OB
\ N
W\ e A
-‘!‘2“"{-‘-‘.&

2
Oy INSTITUTE

Process B
{ As. P’s }} seL4_Signal {{ As. Q’ s }}

syscall (i.e. kernel-userland) interface

{{CZII}}kerneI selL4 OS Microkernel
{ Q’;} Abstract Model
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Towards kernel—userland functional proofs Om'

Thanks to
It helps Microkit's assumptions are on | . of = “kermol state of @ cyberagentur  FORESIGHT
per-process projections of kernel state: o .
Process A Process B

selL4 Microkit Library
{{As. Ps}}selL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’s }} _

syscall (i.e. kernel-userland) interface

{As. P (ks_of As) }} {As. P’ (ks_of B s) }} .
call kernel call kernel selﬁ) Ot? M;clz\;loléerlnel
{{ As. Q (ks_of As) }} { As. Q" (ks_of B s) }} stract Mode
kKs_ofp s = (

thread_cnode p s,
bound_notification p s,
mapped_writable p s,
not_writable_others p s,

recv_oracle s (bound_notification p s) (thread_cnode p s),
Ach. ntfn_status s (thread_cnode p s) ch
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* |t helps Microkit's assumptions are on
per-process projections of kernel state:

Towards kernel—userland functional proofs O'm'

ks of = “kernel state of”

Thanks to
@ cyberagentur RORESIGHT

&)
% INSTITUTE

Read:

T—

Process A
{As.Ps}seL4 Recv{{As.Qs}}

Process B

{{As. P (ks_of As) }}
call_kernel

{ As. Q (ks_of As) }}

call kernel

* On Microkit systems,

no X # Y should possess the capabilities
to change most parts of (ks_of ¥ s).

-1
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19

{{ As. P’s }} seL4_Signal {{ As. Q’ s }}

{{As. P’ (ks_of 5 s) }}

{ As. Q" (ks_of B s) }}

—

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

selL4 OS Microkernel

Abstract Model

ks_of ps =
thread_cnode p s,
bound_notification p s,
mapped_writable p s,
not_writable_others p s,

recv_oracle s (bound_notification p s) (thread_cnode p s),
Ach. ntfn_status s (thread_cnode p s) ch

}r cap state, thread init!

} memory mappings!
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* |t helps Microkit's assumptions are on
per-process projections of kernel state:

(=2l Towards kernel-userland functional proofs (=57

Read:
ks of = “kernel state of”

Thanks to

@ cyberagentur

2
ALY,
(S
o\ g e )
l‘.fi' . hd
\ R =
AN

R
% INSTITUTE

—

Process A Process B

{As.Ps}seL4 Recv{{As.Qs}}

{{As. P (ks_of As) }}
call_kernel
{ As. Q (ks_of As) }}

call kernel

* On Microkit systems,
no X # Y should possess the capabilities
to change most parts of (ks_of ¥ s). ~»

» But we still have to prove that
the assumed changes happen.

)

19 Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul’'26, Lisbon

{{ As. P’s }} seL4_Signal {{ As. Q’ s }}

{{As. P’ (ks_of 5 s) }}

{ As. Q" (ks_of B s) }}

—

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

selL4 OS Microkernel

Abstract Model

ks_of ps =

thread_cnode p s,
bound_notification p s,
mapped_writable p s,
not_writable_others p s,
recv_oracle s (bound_notification p s) (thread_cnode p s),
Ach. ntfn_status s (thread_cnode p s) ch

}r cap state, thread init!

} memory mappings!
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What we're doin g TSI

+ Defined state projections Read: fhanksto
ks_of = “kernel state of” @ cyberagentur AUBESIGHT
syscall (i.e. kernel-userland) interface
{ As. P (ks_of As) }} {{ As. P'(ks_of B s) }} |
{ As. Q (ks_of As) }} {{ As. Q' (ks_of B s) }}

Microkit-facing state €ks of p s,
—» thread_cnode p s,
—» bound_notification p s,
—» mapped_writable p s,
—p not_writable_others p s,
—» recv_oracle s (bound_notification p s) (thread_cnode p s),

=—» Ach. ntfn_status s (thread_cnode p s) ch
)

}, cap state, thread init!

} memory mappings!
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What we're doing

Defined state projections Read fhanksto
ks_of = “kernel state of” @ cyberagentur y ' RESIGHT
syscall (i.e. kernel-userland) interface
{{As. P (ks_of As) }} {{ As. P’ (ks_of & s) }} :
{ As. Q (ks_of As) }} {{ As. Q' (ks_of B s) }}

Microkit-facing state €ks Abstract Model state

L~ | oca state, thread init!
—> bound_notlflcatlon }' P

—» mapped_writable (S } memory mappings!

)
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@524 What we're doing O—=

Defined state projections Read fhanksto
» Verifying Hoare triples on calls ks_of = “kernel state of” (©) cvberagentur  FORESIGHT
Process A rocess B | selL4 Microkit Library
{As.Ps}tselL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’ s }}
syscall (i.e. kernel-userland) interface
{{ As. P (ks_of As) }} {{ As. P’ (ks_of & s) }} :
{ As. Q (ks_of As) }} {{ As. Q' (ks_of B s) }}
ks_ of ps = Abstract Model state
thread_cnode s
boun d_notificati‘On‘ } cap state, thread init
mapped writable } memory mappings!
.nd “notification p s) (thread_cnode p s),
Ach. ntfn_sta ug fthread_cnode p s) ch
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What we’re doing O

' ' ' Thanks to
Defined state projections Read:

» \erifying Hoare triples on calls ks_of = "kernel state of” @ cyberagentur ESIGHT
Process A Process B

selL4 Microkit Library
{{As. Ps}}selL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’s }} _

syscall (i.e. kernel-userland) interface

As. P (ks_of As As. P’ (ks_of B s :
{{call_ke(rne_l P {{call_keﬁnel 7 seL4 OS Microkernel
{s. Q (ks_of As) I} {\s. Q' (ks_of B s) }} Abstract Model

kKs_ofp s = ( Abstract Model state
call_kernel ev = do thread_cnode s ) o
handle_eventev ...; bound_notification s }' cap state, thread init!
schedule; mapped_writable s,

activate thread . P }v memory mappings

od o otlflcatlon p s) (thread_cnode p s),
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What we’re doing O

' ' ' Thanks to
Defined state projections Read:

T - — ¢ Z cyberagentur ‘~ ESIGHT
» Verifying Hoare triples on calls ks_of ="kernel state o" @

Process A rocess B selL4 Microkit Library
{As.Ps}tselL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’ s }}

syscall (i.e. kernel-userland) interface

{{ As. P (ks_of As) }} {{ As. P'(ks_of 5 s) }} sel 4 OS Microkernel
{ As. Q (ks_of As) )} { As. Q' (ks_of B s) }} Abstract Model
kKs_ofp s = ( Abstract Model state
call_kernel ev = do thread_cnode {{s) _ e thread init
handle_eventev ... bound_notification | s, } cap state, fread it

mapped_writable

schedule: .
S, }, memory mappings!

activate threaa

}, we’ll come back to this
od o otlflcatlon p s) (thread_cnode p s),
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@524 What we're doing O—=

Defined state projections Read fhanksto
» Verifying Hoare triples on calls ks_of = “kernel state of” (©) cvberagentur  FORESIGHT
Process A rocess B selL4 Microkit Library
{As.Ps}tselL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’ s }}
syscall (i.e. kernel-userland) interface
{{ As. P (ks_of As) }} {{ As. P’ (ks_of & s) }} :
{ As. Q (ks_of As) }} {{ As. Q' (ks_of B s) }}
ks_ of ps = Abstract Model state
call kernel ev = do thread_cnode } tate. thread init!
handle_eventev ...; <K bound_notification s J “°F = oo Tread it

mapped writable s

schedule: .
} memory mappings!

activate thread §S)
od o _notification p s) (thread_cnode p s),
Ach. ntfn_stat fthread_cnode p s) ch

}, we’ll come back to this
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What we’re doing O

' ' ' Thanks to
Defined state projections Read:

T - — ¢ Z cyberagentur ‘~ ESIGHT
» Verifying Hoare triples on calls ks_of ="kernel state o" @

Process A rocess B selL4 Microkit Library
{As.Ps}tselL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’ s }}

syscall (i.e. kernel-userland) interface

{As. P (ks_of As) }} «/ “Nonblocking’ tLAs. 7 (ks ot Bs) jj selL4 OS Microkernel

handle_recv send_signal
{ As. Q (ks_of As) I} {\s. Q' (ks_of B s) }} Abstract Model
kKs_ofp s = ( Abstract Model state
call_kernel ev = do thread_cnode {{s) _ e thread init
handle_eventev ...; <@k bound_notification s f cap state, thread init

mapped_writable

schedule: .
S, }, memory mappings!

activate threaa

}, we’ll come back to this
od o otlflcatlon p s) (thread_cnode p s),

20 Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon © Rob Sison 2026, CC BY 4.0 UNSW




What we’re doing O

' ' ' Thanks to
Defined state projections Read:

» \erifying Hoare triples on calls ks_of = "kernel state of” @ cyberagentur ESIGHT
Process A Process B

selL4 Microkit Library
{{As. Ps}}seL4_Recv{{As. Qs }} {{ As. P’s }} seL4_Signal {{ As. Q’s }} _

syscall (i.e. kernel-userland) interface

{{As. P (ks_of As) }} \// “Nonblocking” { As. P (ks_of B s) }} sel 4 0S Microkernel
handle_recv - send_signal : Abstract Model
(As. O (ks_of As) )y o Blocking {2s.Q (ks_of Bs)}y o Unblocking
ks_ of ps = Abstract Model state
call_kernel ev = do thread_cnode [{s,)

, . cap state, thread init!
handle_eventev ...; <@ bound_notification P

o mapped_writable |{S,). }, memory mappings!
activate threaa !

}, we’ll come back to this
od o otlflcatlon p s) (thread_cnode p s),

20 Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul'26, Lisbon © Rob Sison 2026, CC BY 4.0 UNSW




What we’re doing O

o : ' : Thanks to
Defined state projections Read:

e : _ g cyberagentur
» Verifying Hoare triples on calls ks_of ="kernel state of @

T— —

Process A rocess B selL4 Microkit Library
{As.Ps}tselL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’ s }}

syscall (i.e. kernel-userland) interface

o RESIGHT

“u‘.’Q
039 INSTITUTE

{ Ns. P (ks_of A s) }} {{ As. P (ks_of 5 s) }}

handle_recv “Nonblocking send_signal selﬁ) gt?al\cfltkl:\;lzlzieerlnel
{ As.Q (ks_of As) }} JBlOCk'"Q { As. Q" (ks_of B s) }} J Unblocking
What we’ve proved: ks_Ofp s = (

- More precise cap lookup lemmas thread_cnode p s,
bound_notification p s,
mapped_writable p s,
not_writable_others p s,

recv_oracle s (bound_notification p s) (thread_cnode p s),
Ach. ntfn_status s (thread_cnode p s) ch

}r cap state, thread init!

} memory mappings!

T—

—

]
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What we’re doing O

o : ' : Thanks to
Defined state projections Read:

e : _ g cyberagentur
» Verifying Hoare triples on calls ks_of ="kernel state of @

T— —

Process A rocess B selL4 Microkit Library
{As.Ps}tselL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’ s }}

syscall (i.e. kernel-userland) interface

o RESIGHT

“u‘.’Q
039 INSTITUTE

{ Ns. P (ks_of A s) }} {{ As. P (ks_of 5 s) }}

“Nonblocki \ :
handle_recv onblocking send_signal Se'ﬁ) gt?al\é'ﬁ\;l%';eerlnd
{ As.Q (ks_of As) }} JBlOCk'"Q { As. Q" (ks_of B s) }} J Unblocking
What we’ve proved: ks_Ofp s = (
- More precise cap lookup lemmas Lhreag_cngﬁle E[) S, } cap state, thread init!
- e.g. handle_recyv, as assumed. moaupnpe_olnovvlr:f:bllcemppss’
- does not modify most ks_of fields S ’ memory mappings!
| - not_writable_others p s, } y mapping

recv_oracle s (bound_notification p s) (thread_cnode p s),
Ach. ntfn_status s (thread_cnode p s) ch

T—

—

]
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@seld What we're doing

* Defined state projections

 Verifying Hoare triples on calls

Read:
ks of = “kernel state of”

O—=

AIAY,
ﬁ%&!‘.‘i\.‘.‘.
& NS
l‘.ﬁi .!_.' »
\ R =
N e &
0 - " “QI

R
% INSTITUTE

Thanks to

@ cyberagentur

T—

Process A Process B

{As.Ps}seL4 Recv{{As.Qs}}

{{ As. P (ks_of A s) }} \/ “Nonblocking”
handle_recv

: send_signal
)s. Q (ks.of As) )y o Blocking

What we’ve proved:

- More precise cap lookup lemmas

- e.g. handle_recv, as assumed.

- does not modify most ks_of fields
returns recv_oracle-“predicted” badge in
“Nonblocking” case

updates ntfn_status in Blocking case

1

)

T—— —
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{{ As. P’s }} seL4_Signal {{ As. Q’ s }}

{{As. P’ (ks_of 5 s) }}

{s. Q (ks_of Bs)}p & Unblocking

—

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

selL4 OS Microkernel

Abstract Model

ks_of ps =

thread_cnode p s,
bound_notification p s,
mapped_writable p s,
not_writable_others p s,
recv_oracle s (bound_notification p s) (thread_cnode p s),
Ach. ntfn_status s (thread_cnode p s) ch

}r cap state, thread init!

} memory mappings!
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@seld What we're doing

* Defined state projections

Read:
ks of = “kernel state of”

O—=
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Thanks to

@ cyberagentur

 Verifying Hoare triples on calls

—

Process A Process B

{As.Ps}seL4 Recv{{As.Qs}}

{{ As. P (ks_of A s) }} \/ “Nonblocking”
handle_recv

: send_signal
)s. Q (ks.of As) )y o Blocking

What we’ve proved:

- More precise cap lookup lemmas

- e.g. handle_recv, as assumed.

- does not modify most ks_of fields
- returns recv_oracle-“predicted” badge in
“Nonblocking” case

- updates ntfn_status in Blocking case

- Lifting helpers for state projections )

T— ——
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{{ As. P’s }} seL4_Signal {{ As. Q’ s }}

{{As. P’ (ks_of 5 s) }}

{s. Q (ks_of Bs)}p & Unblocking

—

selL4 Microkit Library

syscall (i.e. kernel-userland) interface

selL4 OS Microkernel

Abstract Model

ks_of ps =

thread_cnode p s,
bound_notification p s,
mapped_writable p s,
not_writable_others p s,
recv_oracle s (bound_notification p s) (thread_cnode p s),
Ach. ntfn_status s (thread_cnode p s) ch

}r cap state, thread init!

} memory mappings!
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What we re doing

* Defined state projections Read:

+ Verifying Hoare triples on calls ks_of = "kernel state of

{ As. P (ks_of As) }} {{ As. P (ks_of E s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q" (ks_of B s) }}

* Proving & generalising their composition
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What we re doing

* Defined state projections Read:

+ Verifying Hoare triples on calls ks_of = "kernel state of

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q" (ks_of B s) }}

* Proving & generalising their composition

{As.Ps}}
selL4 SomeCall

{As.Qs}}
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What we're doing

* Defined state projections oad: Thanks to
ks_of = “kernel state of” @ cyberagentur FORESIGHT

TR R
Y INSTITUTE

* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q" (ks_of B s) }}

* Proving & generalising their composition

{As.Ps}}
selL4_SomeCall Blocking A

{As.Qs}}
Unblocking
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What we're doing

* Defined state projections oad: Thanks to
ks_of = “kernel state of” @ cyberagentur FORESIGHT

TR R
Y INSTITUTE

* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q" (ks_of B s) }}

* Proving & generalising their composition
{{As.Ps}}

seL4 SomeCall  Blocking A LLL G855
C,D,E...X, Y,

{As.Qs}}

Irrelevant Unblocking
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What we're doing

* Defined state projections oad: Thanks to
ks_of = “kernel state of” @ cyberagentur FORESIGHT
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* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q" (ks_of B s) }}

* Proving & generalising their composition

{As.Ps}} {{ As. P (ks_of As) }}
seL4_SomecCall Blocking A %477 % 1177 45 L,77
{As. Qs }} C,D,E... XY,

Irrelevant Unblocking
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What we're doing

* Defined state projections oad: Thanks
ks_of = “kernel state of” @ cyberagentur FORESIGHT

Uy INSTITUTE

* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q" (ks_of B s) }}

* Proving & generalising their composition

{As.Ps}} {{As. P (ks_of As) }}
seL4_SomeCall  Blocking A Lo L LG5
{As.Qs}} {{ As. R (ks_of A s) && C,D,E... XY,
P’ (ks_of B2 s) }} Irrelevant

Unblocking
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What we're doing

* Defined state projections oad: Thanks
ks_of = “kernel state of” @ cyberagentur FORESIGHT

Uy INSTITUTE

* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q" (ks_of B s) }}

* Proving & generalising their composition

{As.Ps}} {{As. P (ks_of As) }}
seL4_SomeCall  Blocking A Lo L LG5
{As.Qs}} {{As. R (ks_ofAs)&& C,D,E...%X V,Z {{As.R (ks_of As)&& P’ (ks_of & s) }}
P’ (ks_of B2 s) }} Irrelevant

Unblocking
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What we're doing

* Defined state projections oad: Thanks to
ks_of = “kernel state of” @ cyberagentur ' ESIGHT

CONR
oY INSTITUTE

* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q' (ks_of B s) }}
» Proving & generalising their composition Note: It we can't prove these

irrelevant for wellformed Microkit systems,

{{ AS. P s }} {{ AS. P (kS_Of A S) }} ‘ then the selL4 kernel is incorrect!
seL4_SomecCall Blocking A )
{As.Qs ) {As. R (ks_of As) && § J{ As. R (ks_of As) && P’ (ks_of B s) }}

 (ks_ot 5's) }} Unblocking
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What we're doing

* Defined state projections oad: Thanks to
ks_of = “kernel state of” @ cyberagentur ' ESIGHT

CONR
oY INSTITUTE

* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q' (ks_of B s) }}
» Proving & generalising their composition Note: It we can't prove these

irrelevant for wellformed Microkit systems,

{{ AS. P s }} {{ AS. P (kS_Of A S) }} ‘ then the selL4 kernel is incorrect!
seL4_SomecCall Blocking A )
{As. Qs }} { As. R (ks_of As) && F{As. R (ks_of As) && P’ (ks_of E s) }}

 (ks_ot 5's) }} Unblocking

{{As. Q (ks_of As) && Q' (ks_of 2 s) }}

=
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What we're doing

. Defined state projections Read: thanksto
" " ' beragentur SORESIGHT
ks_of = “kernel state of @ cyberage GREsIeh

* Verifying Hoare triples on calls

{ As. P (ks_of As) }} {{As. P (ks_of 5 s) }}
handle_recv send_signal
{ As. Q (ks_of As) }} {{ As. Q' (ks_of B s) }}
» Proving & generalising their composition Note: It we can't prove these

irrelevant for wellformed Microkit systems,
‘ then the selL4 kernel is incorrect!

{As.Ps}} {{ As. P (ks_of As) }}
Blocking A

sel4 SomeCall {As. R (ks_of As) 8& §

,\ {{As. B (ks_of As) && P’ (ks_of & s) }}
P’ (ks_of & s) }} |

N Unblocking
{As.Qs )} R {{\s. Q (ks_of As) && Q' (ks_of B s) }}

=
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@514 What we're doing O—=

» Defined state projections Read fhanksto
- Verifying Hoare triples on calls ks_of = “kernel state of” (©) cvberagentur  FORESIGHT
Process A rocess B selL4 Microkit Library
{As.Ps}tselL4 Recv{{As.Qs}} {{ As. P’s }} seL4_Signal {{ As. Q’ s }}
syscall (i.e. kernel-userland) interface
W As. P (ks_of As) }} \\/ “Nonblocking” ftAs. (.kS—Of SR seL4 OS Microkernel
handle_recv send_signal : Abstract Model
{ As. Q (ks_of As) }} J Blocking { As. Q' (ks_of B s) }} J Unblocking
» Proving & generalising their composition Note: If we can't prove these

\ irrelevant for wellformed Microkit systems,
= then the selL4 kernel is incorrect!

{As.Ps}y —» {{As.P (ks_of As)}}
Blocking A

sel4 SomeCall {As. R (ks_of As) &&§

\ {As. R (ks_of As) && P’ (ks_of B s) }}
P’ (ks_of Bs)}} '

) Unblocking B
{As.Qs}} 4— {{ As. Q (ks_of As) && )’ (ks_of 5 s) }}

&
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Q-“-P-|4 Verifying selL4-based OSes: Status Om'

System clients Client C“ent, }. (unverified)
(e.g. Trusted Linux VM) (e.g. Untrusted Linux VM) CompOSItlonallty
in Isabelle/HOL
sDDF interfaces (Junming Zhao)

LIOnSOS Block Ethernet Pancake + Viper WOI‘k In progressl

based on sDDF + Microkit : virtualisation : : virtualisation : WIP since "24
—_— libraryinterface
This talk: . TR G Pancake + Viper

Done (RISC-V) 26

ll: Kernel-Userland
Gap

syscall (i.e. kernel- userland) interface

Confidentiality

incl. time protection :

selL4 OS

nicrokernel Pt i, ;
s i SO Confidentiality

C implementation BBBF | :
: : = incl. time protection :
|: Time Protection ’ Skl At K
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QSP-|-4 Verifying seL4-based OSes: Status O'FH

System clients Client C“ent, }. (unverified)
(e.g. Trusted Linux VM) (e.g. Untrusted Linux VM) CompOSItlonallty
in Isabelle/HOL
sDDF interfaces (Junming Zhao)

LionsOS Block : §  FEthernet Pancake + V|per (Work in progress!)

based on sDDF + Microkit : virtualisation : i Vvirtualisation : WIP since '24
R SSE— library interface
This talk: . TR G Pancake + Viper

Done (RISC-V) 26
Il: Kernel-Userland o Thank youl
Gap —p—— syscall (i.e. kernel- userland) interface Q 2 A

Confidentiality
selL4 OS

nicrokernel Pt i, ;
s i SO Confidentiality

C implementation BBBF | :
: : = incl. time protection :
|: Time Protection ' Skl At K

incl. time protection :
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