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Time protection verification for seL4
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Update refinement for time protectionB
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FM'23: Define time protection for OS kernels

A Verify time protection for abstract model 
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+
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+ /

ExecSpecTA 
invar’

Security policy

Time protection verification for seL4
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Thesis
Continuing on from

Continuing on from

“obj refs don’t point outside static TA set”

Time protection verification for seL4
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Time-protected communications in seL4
D Implement time-protected 

cross-domain communicationsseL4 on RISC-V

We need targeted flush for partitionable L2 caches 
to enforce T ~/> S while allowing T <~ S

L2 cache 
(Partitionable)

Memory

ST

E Verify time-protected 
cross-domain communications
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Time-protected communications in seL4
Implement time-protected 

cross-domain communicationsseL4 on RISC-V

Varun Sethu 
BE Thesis

Julia Vassiliki
We need targeted flush for partitionable L2 caches 
to enforce T ~/> S while allowing T <~ S

• [Sethu 2025] comprehensively evaluated “legacy” 
implementation options on seL4, with the L2 
partitioned via cache colouring:
• Copy between non-shared memory (slow)

• Dedicate colours for shared memory (wastes space)

• Targeted L2 “flush” via prefetching (still leaks; 
infeasible to verify w/o model of replacement policy!)

• Now we're using dynamically partitionable 
last-level cache (DPLLC) i.e. dedicated HW 
support on RISC-V Cheshire
• Supports targeted flush of partitions

• Adding needed time padding on flush

D

Continuing on from

L2 cache 
(Partitionable)

Memory

ST

E Verify time-protected 
cross-domain communications
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Time protection verification for seL4

Security 
Enforcement

Functional 
Correctness Confidentiality

refinement + ?
incl. time protection

incl. time protection

C implementation ConfidentialityProof

Abstract Model Proof

+

A, B, C: Strict isolation policy D Implement time-protected 
cross-domain communications

C Verify time protection for C implementation 
(Isabelle/HOL)

+ /

FM'23: Define time protection for OS kernels

E Verify time-protected 
cross-domain communications

The status today:

A Verify time protection for abstract model 
(Isabelle/HOL)

+

Machine-checked 
interactive theorem proving 

in Isabelle/HOL

Thanks to funding from

B

Update refinement for time protectionB

seL4 on RISC-V

D, E: Data diode policies
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seL4: World’s first 
OS kernel with 
correctness proof!

Question:
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OS kernel with 
correctness proof!
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What do we mean when we say 

“seL4 is functionally correct”?
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Claim: 
seL4 has not been proved functionally correct 

enough to verify its users!

seL4: World’s first 
OS kernel with 
correctness proof!

Question:
What do we mean when we say 

“seL4 is functionally correct”?
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The verified seL4 OS microkernel

seL4: World’s first 
OS kernel with 
correctness proof!

But: seL4 is proved 
functionally correct in 
some senses, but not 
others needed
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The verified seL4 OS microkernel

Proof Pr
oo

f

Integrity

Proof

Availability

Pr
oo

f

Binary code

Pr
oo

f

Functional 
Correctness

Translation 
Correctness

Security 
Enforcement

seL4: World’s first 
OS kernel with 
correctness proof!

Confidentiality

Abstract Model

C implementation

SMT solver-based 
translation validation}

} Proofs machine-checked 
using Isabelle/HOL 
interactive theorem prover

But: seL4 is proved 
functionally correct in 
some senses, but not 
others needed

incl. “doesn’t crash”

i.e. “also doesn’t crash”, etc



© Rob Sison 2026, CC BY 4.0Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul’26, Lisbon14

Verifying seL4-based OSes: Vision

seL4 OS 
microkernel

Confidentiality

C implementation

Abstract Model Proof
Pr

oo
f

Integrity

Availability } Proofs machine-checked 
using Isabelle/HOL 
interactive theorem prover

Functional 
Correctness
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(e.g. Trusted Linux VM)
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(e.g. Untrusted Linux VM)

(unverified)}

Functional 
Correctness
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Verifying seL4-based OSes: Status
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seL4 Microkit Library

(Work in progress!)
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syscall (i.e. kernel–userland) interface

Functional 
Correctness

This talk (pt II): 
Kernel–Userland 
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Compositionality 
in Isabelle/HOL 
(Junming Zhao)
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Microkit assumes seL4’s syscalls work

16

syscall (i.e. kernel–userland) interface

    …
       
       
            …
       
           
           
           
           
           
            
           
        
       
    …

if (have_reply) {

tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

seL4 Microkit Library

} else {

}

static void handler_loop(void) {

}
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Microkit assumes seL4’s syscalls work

16

syscall (i.e. kernel–userland) interface

    …
       
       
            …
       
           
           
           
           
           
            
           
        
       
    …

{{ R }}

{{ S }}

{{ S }}

{{ R && … }} … {{ S }}
if (have_reply) {

{{ R && ! have_reply && ! microkit_have_signal }}

tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

seL4 Microkit Library

Hoare triples: 
{{ Pre }} f {{ Post }}

Postcondition

Precondition

} else {

}

static void handler_loop(void) {

}
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Microkit assumes seL4’s syscalls work
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syscall (i.e. kernel–userland) interface
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            …
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{{ Q }}
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Hoare triples: 
{{ Pre }} f {{ Post }}
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Precondition

Postcond.

Precond.
} else {

}

static void handler_loop(void) {

}
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Microkit assumes seL4’s syscalls work

16

syscall (i.e. kernel–userland) interface

    …
       
       
            …
       
           
           
           
           
           
            
           
        
       
    …

{{ R }}

{{ S }}

// if R && … => P, assume

{{ S }}

{{ Q }}
// if Q => S, conclude

{{ P }}

{{ R && … }} … {{ S }}
if (have_reply) {

// done

assume
{{ R && ! have_reply && ! microkit_have_signal }}

tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);

seL4 Microkit Library

Hoare triples: 
{{ Pre }} f {{ Post }}

Postcondition

Precondition

Postcond.

Precond.
} else {

}?

But is it 
true?

static void handler_loop(void) {

}
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Microkit’s assumptions need verifying!

17

syscall (i.e. kernel–userland) interface

// if R && … => P, assume

{{ S }}
// if Q => S, conclude

{{ P }}

{{ Q }}

assume
{{ R && ! have_reply && ! microkit_have_signal }}

tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);
seL4 Microkit Library

seL4 OS Microkernel 
Abstract Model

static void handler_loop(void) { …

    …
}



© Rob Sison 2026, CC BY 4.0Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul’26, Lisbon

Microkit’s assumptions need verifying!

17

syscall (i.e. kernel–userland) interface

// if R && … => P, assume

{{ S }}
// if Q => S, conclude

{{ P }}

{{ Q }}

assume
{{ R && ! have_reply && ! microkit_have_signal }}

tag = seL4_Recv(INPUT_CAP, &badge, REPLY_CAP);
seL4 Microkit Library

seL4 OS Microkernel 
Abstract Model

definition call_kernel :: "event ⇒ (unit, …) s_monad" where 

  call_kernel ev ≡ do 
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System calls can block
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Blocking seL4_Recv call Unblocking seL4_Signal call

Verifying these is 
an unsolved problem*

* to the best of our knowledge, and 
when they block on other processes 

(not just I/O!)
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calls 
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Towards kernel–userland functional proofs

19

seL4 Microkit Library

syscall (i.e. kernel–userland) interface

seL4 OS Microkernel 
Abstract Model

Process A Process B
{{ λs. P s }} seL4_Recv {{ λs. Q s }} {{ λs. P’ s }} seL4_Signal {{ λs. Q’ s }}

{{ P }}
  call_kernel
{{ Q }}

{{ P’ }}
  call_kernel
{{ Q’ }}

Thanks to
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per-process projections of kernel state: 
 
 
 
 
 
 
 
 

19

seL4 Microkit Library

syscall (i.e. kernel–userland) interface

seL4 OS Microkernel 
Abstract Model

Process A Process B

{{ λs. P (ks_of A s) }}
  call_kernel
{{ λs. Q (ks_of A s) }}

{{ λs. P’ (ks_of B s) }}
  call_kernel
{{ λs. Q’ (ks_of B s) }}

ks_of p s ≡ ⦇
    thread_cnode p s,
    bound_notification p s,
    mapped_writable p s,
    not_writable_others p s,
    recv_oracle s (bound_notification p s) (thread_cnode p s),
    λch. ntfn_status s (thread_cnode p s) ch  
⦈

Read:  
ks_of = “kernel state of”

{{ λs. P s }} seL4_Recv {{ λs. Q s }} {{ λs. P’ s }} seL4_Signal {{ λs. Q’ s }}

Thanks to



© Rob Sison 2026, CC BY 4.0Two interfaces for seL4 kernel verification — Isabelle Workshop, Jul’26, Lisbon

Towards kernel–userland functional proofs

• It helps Microkit’s assumptions are on 
per-process projections of kernel state: 
 
 
 
 
 
 
 
 

• On Microkit systems, 
no X ≠ Y should possess the capabilities 
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What we’re doing

20
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